Audit and Compliance Committee Meeting - Agenda

UNIVERSITY OF CENTRAL FLORIDA

Board of Trustees
Audit and Compliance Committee Special Meeting
July 9, 2019, 8:00 a.m.
President’s Board Room
Conference Call-In Phone #1-800-442-5794, passcode 463796

AGENDA

I. CALL TO ORDER Beverly Seay

Chair, Audit and Compliance Committee
II. ROLL CALL Margaret Melli

Executive Assistant of

University Compliance, Ethics, and Risk
III. MEETING MINUTES

e Approval of the April 23, 2019, Audit Chair Seay

and Compliance Committee meeting minutes

IV. NEW BUSINESS Chair Seay

e Post Investigation Action Plan (INFO-1) Christina L. Serra
Director of Compliance and Ethics
and Interim Chief Compliance, Ethics,
Risk Officer and
Robert Taft
Chief Audit Executive

V. CLOSING COMMENTS Chair Seay



Audit and Compliance Committee Meeting - Minutes

UNIVERSITY OF CENTRAL FLORIDA

Board of Trustees
Audit and Compliance Committee Meeting
April 23, 2019
President’s Board Room, Millican Hall

MINUTES

CALL TO ORDER

Trustee Beverly Seay, chair of the Audit and Compliance Committee, called the meeting to
order at 4:00 p.m. Committee members Kenneth Bradley, Danny Gaekwad, and Dave Walsh
attended by teleconference call. Interim Chairman Garvy attended by teleconference and
Trustee Self was present.

MINUTES APPROVAL

The minutes from the January 24, 2019, meeting were approved unanimously.

NEW BUSINESS

Compliance Accountability (INFO-1)

Christina L. Serra, Director of Compliance and Ethics and Interim Chief Compliance, Ethics,
and Risk Officer provided an overview of the Compliance Accountability presentation. It
was decided that at the next committee meeting Serra will provide the metrics of the
compliance program and at a future meeting include an update of the Enterprise Risk
Management program including the topic of Conduct Risk. Recommendations were made for
the administration to develop an annual ethical behavior acknowledgement form requiring
signatures of key personnel.

IntegrityLine and Whistle-blower Program (INFO-2)

Serra and Robert Taft, Chief Audit Executive stated that the IntegrityLine was launched in
2014 and that UCF Policy 2-010 Whistle-blower Determination and Investigation has been
effective since 2018 and was one of the first in the FL SUS vetted through the BOG
Inspector General. Serra stated that they are working with General Robert Caslen and the
AGB to develop in-person Code of Conduct training and online Whistle-blower Program
training. Taft provided an outline on the whistle-blower determination process. A brief report
on the UCF IntegrityLine and Whistle-blower Program with recommendations for
improvement will be brought to the next Board of Trustees meeting on May 16, 2019.
Training will be provided at the Board of Trustees retreat on May 17, 2019.
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University Audit Report (INFO-3)

Taft gave an overview on utilizing external auditors and internal auditors. Taft suggested
that, if there was an interest in leveraging external resources, one possible approach would be
to retain an expert in PeopleSoft to review the current infrastructure and provide system
enhancements to flag or prohibit inappropriate transactions. Trustee Bradley made a motion
that the internal audit function be immediately reviewed by administration to determine
whether there is additional staffing needed; also, recommendations be brought forward from
administration and University Audit about the necessary computer controls that need to be
put in place within financial functions. The motion was approved unanimously.

Crowe LLP Proposal (INFO-4)
Taft provided an update of the Crowe LLC proposal, which the Board of Governors
contracted with to look at internal financial controls of the FL. SUS.

Florida Auditor General Financial Audit Report (INFO-5)
Taft gave an update on the 2017-18 Florida Auditor General Financial Audit Report which is
a requirement to be provided at a public meeting.

Additional Comments

Trustee Walsh requested clarification on what fund and what type of fund the faculty
increases were used. Trustee Bradley asked with regard to DSQO’s if there is potential
financial savings through one external auditor, Taft stated that University Audit implemented
a DSO auditor rotation and there were cost savings with that effort. Bradley suggested that
the Audit and Compliance Committee should receive copies of the audit reports from the
DSO’s.

ADJOURNMENT

Chair Seay adjourned the Audit and Compliance Committee meeting at 5:43 p.m.

Reviewed by:

Beverly Seay
Chair, Audit and Compliance Committee Date

Respectfully submitted:

Grant J. Heston Date
Associate Corporate Secretary
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ITEM: INFO-1

UCF BOARD OF TRUSTEES
Audit and Compliance Committee
July 9, 2019

Title: Post Investigation Action Plan

Background:

This committee was charged by the Chairman of the Board of Trustees to oversee the progress of the
university to implement recommendations made in a number of internal and external investigative and
consulting reports related to inappropriate funding on Trevor Colbourn Hall and other capital projects along
with the university’s governance efforts, organizational design, and overall culture.

The committee chair has requested that University Audit and University Compliance, Ethics, and Risk
accumulate the recommendations made in these various reports and provide a status update on the progress
made thus far in implementing these recommendations.

Issues to be Considered:
The committee should determine if the recommendations identified as top priorities within the attached
documentation are consistent with their perspective or if adjustments need to be made.

The committee should provide feedback and suggestions on the identified action plans.

Alternatives to Decision:
The committee could recommend that these remediation efforts (in total or for specific individual items)
not be undertaken or deferred.

Fiscal Impact and Source of Funding:

Several of these recommendations will require additional resources including the hiring of more staff and
developing training programs and related materials. Specific funding sources will need to be identified.
The committee may determine that consulting services may be required to supplement or accelerate internal
remediation efforts.

Recommended Action:

The committee should continue to actively monitor the progress under way, request status updates on a
periodic basis, and should work with UCF management, the Board of Governors, other Board committees,
and the full Board of Trustees to provide status updates and help coordinate remediation efforts. As
appropriate, the committee and UCF management should consult with the bodies that issued investigative
reports to verify that the remediation efforts are adequate to eliminate the need for future investigative work
or further punitive actions against the university.

Authority for Board of Trustees Action:
UCF Audit and Compliance Committee Charter (https://compliance.ucf.edu/files/2017/03/Approved-
1.13.17-UCF-BOT-Audit-and-Compliance-Committee-Charter.pdf)



https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcompliance.ucf.edu%2Ffiles%2F2017%2F03%2FApproved-1.13.17-UCF-BOT-Audit-and-Compliance-Committee-Charter.pdf&data=02%7C01%7CMargaret.Melli%40ucf.edu%7Cb9396829ce06446e7cf208d6b1b8629c%7Cbb932f15ef3842ba91fcf3c59d5dd1f1%7C0%7C0%7C636891802826691880&sdata=EhqstYjZzh%2Fp74a19TXoHYadBlaEEu4z0UW7qflJVo0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcompliance.ucf.edu%2Ffiles%2F2017%2F03%2FApproved-1.13.17-UCF-BOT-Audit-and-Compliance-Committee-Charter.pdf&data=02%7C01%7CMargaret.Melli%40ucf.edu%7Cb9396829ce06446e7cf208d6b1b8629c%7Cbb932f15ef3842ba91fcf3c59d5dd1f1%7C0%7C0%7C636891802826691880&sdata=EhqstYjZzh%2Fp74a19TXoHYadBlaEEu4z0UW7qflJVo0%3D&reserved=0

Audit and Compliance Committee Meeting - New Business

Contract Reviewed/Approved by General Counsel:
N/A

Committee Chair or Chairman of the Board approval:
Committee Chair Beverly Seay approved the agenda and all supporting documentation.

Submitted by:

Andrea Gandy, Director of Enterprise Risk and Insurance Management

Christina L. Serra, Director of Compliance and Ethics and interim Chief Compliance, Ethics, and Risk
Officer

Robert Taft, Chief Audit Executive

Supporting Documentation:
Attachment A: Post Investigation Action Plan

Facilitators/Presenters:
Committee Chair Beverly Seay



Recommendation Overview

Post Investigation Action Plan
As of June 30, 2019

Recommendations for University of Central Florida

Pending Recommendations 63
Complete Recommendations 19
[Subtotal 82|

Recommendations for Board of Governors

Pending Recommendations 13
[Subtotal 13]
[Total Recc Jation 95

Audit and Compliance Committee Meeting - New Business

Recommendation Source Total

Association of Governing Boards 17
Board of Trustees 15
Public Integrity and Ethics Committee 14
Bryan Cave Investigation 6
Board of Governors 5
Accenture 4
Auditor General 2

Grand Total (]

Monitoring Post-

Recommendation Source Interaction
Association of Governing Boards 7
Board of Trustees

Public Integrity and Ethics Committee

Bryan Cave Investigation

BOT & Staff Culture, Ethics, & Internal Control Redesign & Process Transaction Policies & Training & Transparency &
Enhancements Activities Procedures Awareness Pre-Approvals
1 1 2 17
3 2 3 4 15
3 2 3 1 1 14
1 1 2 2 6
Board of Governors 1 2 1 1 5
Accenture 3 4
Auditor General 1 1 2
Grand Total 8 13 5 10 ] 4 63

COMPLETED RECOMMENDATIONS: 19
AS OF JUNE 30, 2019

W High W Medium M Low

*See next page for explanation of risk ranking categories

PENDING RECOMMENDATIONS: 63

PENDING RECOMMENDATIONS BREAKDOWN

AS OF JUNE 30, 2019
mHigh =Medium ®Low

TRANSPARENCY & PRE-APPROVALS [REESSSESSEEY
TRAINING & AWARENESS [ERRSSVE) 4
POLICIES & PROCEDURES
MONITORING POST-TRANSACTION ACTIVITIES 1
INTERNAL CONTROL REDESIGN & PROCESS ENHANCEMENTS
CULTURE, ETHICS, & GOVERNANCE

BOT & STAFF INTERACTION [IRRESSSEEERE 3

W High ®Medium M Low



Financial

Severe
Irreparable, sustained negative impact to:
Expenditures, access to funding, or strategic plan execution
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High
Critical negative impact to:

Expenditures, access to funding, or strategic plan execution

Medium
Significant negative impact to:
Expenditures, access to funding, or annual plan execution

Low
Minimal to no negative impact to

Expenditures, access to funding, or annual plan execution

Reputation

Reputation among University key stakeholder groups *
Potential to lose University's accreditation due to
management's inaction

Reputation among University key stakeholder groups*

Reputation among University key stakeholder groups*

Reputation among University key stakeholder groups*

Operations

University's ability to safely conduct classes and continue
research efforts

University's ability to safely conduct classes and continue
research efforts

University's ability to safely conduct classes and continue
research efforts

University's ability to safely conduct classes and continue

research efforts

Response

Immediate Board and management attention needed to
develop and execute action plan in coming weeks

Management and Board attention needed to develop
and execute action plan in coming months

Analysis and corrective management action plan needed to
address risk levels; Action plan should be developed and
executed in 6 - 12 month timeframe

Ad hoc attention may be required along with management's
monitoring of changing risk profile

Example

Gross Board and li i ified which
could include but not limited to systematic fraud

Unreliable processes and controls that with a high certainty
would lead to misrepr ), errors, fines, or
loss of funding; potential financial impact greater than
52,000,000

*Key stakeholder groups include students, parents, faculty, staff, and government agencies

Ineffective processes or controls which could lead to errors;
potential financial impact $500,000 - $2,000,000

Inefficient processes or controls which may increase the
amount of work but not fundamentally change the results or
actions; potential financial impact less than $500,000



High Risk Recommendation List

Post Investigation Action Plan
As of June 30, 2019

sponsible B

Responsible
Source Office

Committee

Audit and Compliance Committee Meeting - New Business

Respons
Person

Recommendati

Due Date

BOG officials clarified the task to UCF Leadership to reflect a request for an
enroliment plan instead of a strategic plan. President Seymour created an
Enrollment Management Taskforce, consisting of faculty, staff, deans,

EDIL S_taff 1 Board of SEEgE F_’Ianmng President's Office  Thad Seymour Build a.strateglc p_la_n and brief '_0 the Board of Governors on: (1) how UCF grew administration, SGA and the chair of the BOT. He charged the taskforce to In Progress  October-19
Interaction Governors Committee so fast; (2) how big it should be; and (3) what are the controls to govern growth.
'define a 10-year enroliment strategy that supports student and faculty success,
meets regional needs, and aligns with state goals to further UCF’s pursuit of
excellence.” Multiple meetings have taken place.
Crisis leadership: Traditional risk management implies a necessary and diligent
effort to respond to an immediate crisis and to comply with regulatory and other
requirements that flow from it. We urge a broader concept of “crisis leadership”
that includes the management function but goes beyond it to focus on strategic 1) In June 2019 the BOT chair designated the Audit and Compliance Committee
leadership going forward. This process of leadership must be understood by all to track and update the board about progress made on the multiple
who should be involved. Thus, we recommend three interrelated activities in recommendations. This action plan represents the continuing effort. 2) This plan
Association of asserting a process of crisis leadership following the Trevor Colbourn Hall failure.  will provide accountability for implementing recommendations. Additionally, the
2 Governing Board Chair President's Office  Thad Seymour First, the board needs to continue its path of making the necessary changes in university has hired a new Director of Enterprise Risk and Insurance In Progress Ongoing
Boards policy, management practices, and personnel to ensure that the errors leading to  Management, is hiring additional staff in University Audit and is creating a new
the Trevor Colbourn Hall misappropriation are not repeated. Second, the board senior position of Chief Accountability Officer. 3) Government Relations and
should ensure that UCF complies fully with the regulatory changes and Communications and Marketing are developing campaigns to restore trust and
clarifications demanded by the BOG and the legislature. Third, through sound confidence in UCF in targeted audiences.
exercise of its governance authority, the board needs to reclaim the confidence of
the public and political leaders and return their attention to the achieving of
excellence in UCF’s mission.
o Public Integrity _. i . . . . The BOG has provided a template to all universities for presenting their capital
it (s, 3 and Ethics  pacacaiendiaciliies coo Misty Shepherg ~ C2Pital Outiay Budgets must comply with statutory requirements showing all - . b dget. UCF is actively using the template and will be presenting it for BOT In Progress  July-19
Governance " Committee capital projects and the actual source of funds committed to each project. a
Committee approval in July 2019.
1) In Fall 2018, then-President Whittaker created new Chief Financial Officer and
Chief Operating Officer positions to separate functions and provide internal
checks and balances in funding authority and decision-making; in January 2019
Checks and balances must be instituted to ensure that no high-ranking lip e ma‘de Ui change.c.)fflcllal ) i, 2) I el 2007, thg EQIiDEated
L N N N y LS a new requirement for certifications to the board as to the appropriate source of
administrator becomes a single point of both information and authority with y s N N N
" . s N N o " funds for all UCF construction projects. The required signatures are the Chief
Public Integrity . e respect to decisions involving significant sums of public funds. Boards of 3 0 3 5 | 5 H N 0
4 and Ethics IRIERED Et) (e S President's Office ~ Thad Seymour Trustees and the Board of Governors should required universities to notify aneicaiolcerithclcelacs donliprosepipoidisiteniileliicelges doniand In Progress Ongoing
y Committee . . General Counsel and the President. 3) In Fall 2018, then-President Whittaker
Committee General Counsel, audit and compliance, and Board of Governors staff of the o " " " " .
i . N initiated new requirement for real-time audits for capital projects that exceed $2
substance of such decisions. Compliance staff must have authority and HTR P P, a s N ™
opportunity to question the legitimacy of such decisions million. 4) The administration is pursuing a new position of Chief Accountability
. Officer to help UCF rebuild a culture of ethics, integrity and accountability. 5)
Interim President Seymour has scheduled regular update meetings with the chief
audit and compliance officers. This is in addition to any urgent meetings needed.
6) UCF has hired a new Director of Enterprise Risk and Insurance Management
The University should explore ways in which technology could be used to
5 Bryan Cave  Auditand Compliance ;o it Audit ~ Robert Taft ~ S"rance its intemal controls, such as automated workdflows within the budgetand ;or it s working with intemal subject matter experts to identify solutions. In Progress  November-19
Investigation Committee general ledger systems that flag transactions which may constitute a violation of
BOG regulations and/or state law concerning the use of state appropriated funds.
University .AUd" will work with UCF. management an.d staff to .'dem'fy PeopleSoft Evaluate both automated preventative and detective controls to prevent or flag
" . automated internal control enhancements to reduce inappropriate or unnecessary A N N
Board of Audit and Compliance R . . N N N . potentially inappropriate transfer of funds and source/use concerns. Work with
6 " University Audit Robert Taft system access, block or flag inappropriate financial transactions, as well as to P i In Progress November-19
Trustees Committee - L other SUS institutes that use PeopleSoft to share possible approaches and
develop monitoring reports for activities such as large dollar transfers and the P
L N " . " programming ideas.
timing and amount of construction project funding transactions.
Internal loans have been discussed with the Presidet, BOT chairman, and
Public Integrity . o . " Finance & Facilities Committee chair. The CFO is in the process of obtaining
Internal Control 7 and Ethics Fmanéz;r:“f::nmes CFO Dennis Crudele Internal loans Sh::clﬂrﬁe 2;'Zﬁjﬁz’ssedaiin:u;fn;gg é:::re the safety and signed loan agreements for each loan and will present a complete list and In Progress December-19
Redesign & Committee Y P Y . repayment plan to the BOT in Fall 2019. Annual updates will be provided to the
Process BOT until all internal loans are repaid.
Enhancements . Lo . " . .
. . University will not move forward with any capital projects until the UCF BOT has
Board of Finance and Facilities B N N N A . " To Be
8 Governors Committee coo Misty Shepherd completed the implementation of the procedures discussed at the UCF BOT All proposed projects on hold until further notice. In Progress Determined
meeting held on 9/6/18 and verified to the BOG that the procedures are in place. o B
Capital projects in excess of $1 million in cost should not be undertaken before
Public Integrity the President and General Counsel certify the actual source of all funds to be
9 and Ethics IFIVERED E) FETE e General Counsel Scott Cole expended and that planning and funding conform to the Capital Outiay Budget, To be included in Board Operating Procedures 2 In Progress December-19

Committee Canmiiee

Capital Improvement Plan, Master Plan, applicable laws and regulations. Such
certifications should be submitted to the BOT for information at the next
scheduled meeting.
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High Risk Recommendation List

Post Investigation Action Plan
As of June 30, 2019

Item # ReSPOnS Status Due Date
O Person
Al future board and committee approvals of capital projects over $2 million
10 .?:Lasr(ig; Flnang(‘a);r::i(f:ecllltles General Counsel Scott Cole re‘:#ler?t:n‘:T::%‘;%tglgzt;:nzgﬁi::siﬁ dper:tsi;s;gt":::()T;séd;nf;zg::::gng To be included in Board Operating Procedures 2 In Progress December-19
certifying that they are appropriate for that purpose.
Policies & 1 P"Ial:_ll: IE'::SQW Finance and_ Facilities CFO Blennis GEkD E&G funds should not be transf_erred or encumbered except as authorized in An internal process is being develo_ped based on BOG guidance and the BOT In Progress  December-19
Procedures Committee Committee budgets and carry forward commitment lists approved by the Board of Trustees. Delegation of Authority.
The University should require all newly hired F&A and Facilities department
employees, and other employees with budgetary responsibilities, to undergo A process is being developed to provide initial training on the proper use of funds
education and training regarding the proper use of state-appropriated funds, the to new F&A and Facilities employees, with periodic refreshes provided to existing
Training & 12 Bryan Cave  Finance and Facilities CFO Denni relevant state statutes, regulations and BOG guidance, and should provide for employees and BOT members.
Lo » ennis Crudele - N N In Progress June-20
Awareness Investigation Committee regular training and education of all such employees regarding these matters.
The University should also implement periodic education and training on the key ~ Training on the proper use of funds was provided to the BOT on 5/17/19 and to
concepts regarding the budgeting process and the appropriation of state funds for university VPs and Deans on 5/31/19.
members of the BOT and University leaders.
Transparency & Pre Public Integrity Finance and Faciliies Boards of Trustees should approve E&G carryforward commitments reported to
13 and Ethics CFO Dennis Crudele the BOG's each August and approve University changes to the approved An internal process is being developed based on BOG guidance. In Progress December-19

Approvals Committee Committee commitments on a quarterly basis.
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Pending Recommendation List
Post Investigation Action Plan

As of June 30, 2019

Source Detail

commendation

sponsible Office

Responsible BO’
Committee

Status

Completion Date

Board of Governors

Build a strategic plan and brief to the Board of Governors on:

BOG officials clarified the task to UCF Leadership to
reflect a request for an enrollment plan instead of a
strategic plan. President Seymour created an
Enroliment Management Taskforce, consisting of

Meetings

1 GE:J?/aeﬁg:s Jan::;yg;r'niﬂ;g‘g"d" (1) how UCF grew so fast; (2) how big it should be; and (3) what High ?ﬁ;ﬁ;?nﬂ President's Office Thad Seymour Slraéefr:mﬁ:taer;nlng fZ?;J':Z'Bs g,ltf '::i::rg:gm:t:;:gg}is‘:,Z’::i:;e;?gir In Progress October-19
s A are the controls to govern growth.
Committee Meeting year enroliment strategy that supports student and
faculty success, meets regional needs, and aligns with
state goals to further UCF’s pursuit of excellence."
Multiple meetings have taken place.
Crisis leadership: Traditional risk management implies a
necessary and diligent effort to respond to an immediate crisis
and to comply with regulatory and other requirements that flow
from it. We urge a broader concept of “crisis leadership” that 1) In June 2019 the BOT chair designated the Audit and
includes the management function but goes beyond it to focus Compliance committee to track and update the board
on strategic leadership going forward. This process of about progress made on the multiple recommendations.
leadership must be understood by all who should be involved. This action plan represents the continuing effort. 2) This
Thus, we recommend three interrelated activities in asserting a plan will provide accountability for implementing
Association of AGB May 15, 2019 process of crisis leadership following the Trevor Colbourn Hall Culture, Ethics recommendations. Additionally, the university has hired
2 Governing R ' failure. First, the board needs to continue its path of making the High | ' | President's Office Thad Seymour Board Chair a new Director of Enterprise Risk and Insurance In Progress Ongoing
eport . " & Governance s o ) .
Boards necessary changes in policy, management practices, and Management, is hiring additional staff in University
personnel to ensure that the errors leading to the Trevor Audit and is creating a new senior position of Chief
Colbourn Hall misappropriation are not repeated. Second, the Accountability Officer. 3) Government Relations and
board should ensure that UCF complies fully with the regulatory| Communications and Marketing are developing
changes and clarifications demanded by the BOG and the campaigns to restore trust and confidence in UCF in
legislature. Third, through sound exercise of its governance targeted audiences.
authority, the board needs to reclaim the confidence of the
public and political leaders and return their attention to the
achieving of excellence in UCF’s mission.
. " . . . . The BOG has provided a template to all universities for
3 RUAE Intggrlw PUD!'C Inlegnt).' EIS . i Outla_y Budgets. L t?omply il ey . Culture, Ethics, . Finance and Facilities | presenting their capital outlay budget. UCF is actively
and Ethics Ethics Committee | requirements showing all capital projects and the actual source High &G Ccoo Misty Shepherd C ittee i s g An ) B (s s o In Progress July-19
Committee | March 14, 2019 Report of funds committed to each project overnance ommi ing P N P 9
approval in July 2019.
1) In Fall 2018, then-President Whittaker created new
Chief Financial Officer and Chief Operating Officer
positions to separate functions and provide internal
checks and balances in funding authority and decision-
making; in January 2019 the BOT made that change
official board policy. 2) In Fall 2018, the BOT initiated a
Checks and balances must be instituted to ensure that no high- new requirement for certifications to the board as to the
ranking administrator becomes a single point of both appropriate source of funds for all UCF construction
information and authority with respect to decisions involving projects. The required signatures are the Chief
Public Integrity|  Public Integrity and significant sums of public funds. Boards of Trustees and the Culture, Ethics, Financial Officer, the Vice President presenting the
4 and Ethics Ethics Committee Board of Governors should required universities to notify High & Govérnancey President's Office Thad Seymour TBD item, the Vice President and General Counsel and the | In Progress Ongoing
Committee | March 14, 2019 Report General Counsel, audit and compliance, and Board of President. 3) In Fall 2018, then-President Whittaker
Governors staff of the substance of such decisions. initiated new requirement for real-time audits for capital
Compliance staff must have authority and opportunity to projects that exceed $2 million. 4) The administration is
question the legitimacy of such decisions. pursuing a new position of Chief Accountability Officer
to help UCF rebuild a culture of ethics, integrity and
accountability. 5) Interim President Seymour has
scheduled regular update meetings with the chief audit
and compliance officers. This is in addition to any
urgent meetings needed. 6) UCF has hired a new
Director of Enterprise Risk and Insurance Management
Board of Governors University will not move forward with any capital projects until Internal Control
Board of September 13, 2018 the UCF BOT has completed the implementation of the . Redesign & . Finance and Facilities . " " a
e Governors FAC and Full Board | procedures discussed at the UCF BOT meeting held on 9/6/18 ol Process e ity e Committee GlbpEcs=dblecoii = pices LORICGIERS LeBsibetetnined
and verified to the BOG that the procedures are in place. Enhancements

10
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Pending Recommendation List
Post Investigation Action Plan

As of June 30, 2019

Source Detail

commendation

sponsible Office

Status

Completion Date

All future board and committee approvals of capital projects Internal Control
Board of Board of Trustees over $2 million require a written certification signed by the Redesign & Finance and Facilities
6 September 8, 2018 president, vice president submitting the item, the CFO and High 9 General Counsel Scott Cole . To be included in Board Operating Procedures 2 In Progress December-19
Trustees " 3 o o Process Committee
Meeting general counsel identifying the source of funds and certifying E
- nhancements
that they are appropriate for that purpose.
University Audit will work with UCF management and staff to
identify PeopleSoft automated internal control enhancements Evaluate both automated preventative and detective
to reduce inappropriate or unnecessary system access, block piemafeon controls to prevent or flag potentially inappropriate
7 Ecardlol Beaio] Trustee§ 2y or flag ir iate financial trar ions, as well as to High REEEEEs University Audit Robert Taft auditand C(_:mpllance transfer of funds and source/use concerns. Work with | In Progress November-19
Trustees 16, 2019 Meeting B L Process Committee I
develop monitoring reports for activities such as large dollar other SUS institutes that use PeopleSoft to share
o 5 q Enhancements o
transfers and the timing and amount of construction project possible approaches and programming ideas.
funding transactions.
The University should explore ways in which technology could
be used to enhance its internal controls, such as automated Internal Control
Bryan Cave Bryan Cave January | workflows within the budget and general ledger systems that . Redesign & . " Audit and Compliance UCF audit is working with internal subject matter N ber-19
8 Investigation 17, 2019 Report flag transactions which may constitute a violation of BOG High Process University Audit Robert Taft Committee experts to identify solutions. D AR ovember.
regulations and/or state law concerning the use of state Enhancements
appropriated funds.
Capital projects in excess of $1 million in cost should not be
undertaken before the President and General Counsel certify (i) s
Public Integrity|  Public Integrity and | the actual source of all funds to be expended and that planning Redesign & Finance and Facilities
9 and Ethics Ethics Committee and funding conform to the Capital Outlay Budget, Capital High 9 General Counsel Scott Cole " To be included in Board Operating Procedures 2 In Progress December-19
5 = Process Committee
Committee | March 14, 2019 Report Improvement Plan, Master Plan, applicable laws and E
regulations. Such certifications should be submitted to the
BOT for information at the next scheduled meeting
Internal loans have been discussed with the Presidet,
BOT chairman, and Finance & Facilities Committee
Public Integrity| ~ Public Integrity and Internal Control hair. The CFO is in the pr f obtaining signed
© e.g y ublic Integ ty a Internal loans should be fully disclosed and audited to ensure Redesign & . Finance and Facilities chair. The S © process of 0 ? 9 signe
10 and Ethics Ethics Committee N " High CFO Dennis Crudele " loan agreements for each loan and will present a In Progress December-19
. the safety and security of all funds, particularly E&G funds. Process Committee . N
Committee | March 14, 2019 Report Enhancements complete list and repayment plan to the BOT in Fall
2019. Annual updates will be provided to the BOT until
all internal loans are repaid.
Public Integrity|  Public Integrity and | E&G funds should not be transferred or encumbered except as " 5 - A P
1 and Ethics Ethics Committee authorized in budgets and carry forward commitment lists. High el CFO Dennis Crudele FRETED and_ eS| AD mtgrnal [iEEE Bl develo.ped e on 3eE In Progress December-19
) Procedures Committee guidance and the BOT Delegation of Authority.
Committee | March 14, 2019 Report approved by the Board of Trustees.
The University should require all newly hired F&A and Facilities
department employees, and other employees with budgetary A process is being developed to provide initial training
responsibilities, to undergo education and training regarding on the proper use of funds to new F&A and Facilities
the proper use of state-appropriated funds, the relevant state employees, with periodic refreshes provided to existing
12 Bryanv Cave Bryan Cave January | statutes, regulano_ns and BOG gg\dance, and should provide High Training & CFO Dennis Crudele Finance andv Facilities employees and BOT members. In Progress June-20
Investigation 17, 2019 Report for regular training and education of all such employees Awareness Committee
regarding these matters. The University should also implement Training on the proper use of funds was provided to the
periodic education and training on the key concepts regarding BOT on 5/17/19 and to university VPs and Deans on
the budgeting process and the appropriation of state funds for 5/31/19.
members of the BOT and University leaders.
" ) " ) Boards of Trustees should approve E&G carryforward
RIS Imggnty PUbl.lc In(egnt)./ A commitments reported to the BOG’s each August and approve B Transparency & q Finance and Facilities | An internal process is being developed based on BOG
13 and Ethics Ethics Committee . " q High CFO Dennis Crudele p 5 In Progress December-19
B University changes to the approved commitments on a Pre-Approvals Committee guidance.
Committee | March 14, 2019 Report )
quarterly basis
Association of Committee support: Staff who support specific committees -
14 Governing AGB May 15,2019 should consult with the committee chairs about the content and Medium BOT & Staff General Counsel Scott Cole Nominating and‘ To be included in Board Operating Procedures 1 In Progress July-19
Report L . s Interaction Governance Committee
Boards relevant strategic issues well in advance of finalizing agendas.
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Audit and Compliance Committee Meeting - New Business

Pending Recommendation List

Post Investigation Action Plan
As of June 30, 2019

Summary

commendation

esponsible Office

Responsible BOT
Committee

Status

Board-president relationship: The relationship between the
board, especially as represented by its chair, and the president
works best when it is a leadership partnership characterized by
common goals for the university, well defined areas of
respective authority, and recognition of the many topics that
require discussion and collaboration. Mutual respect,
transparency, and openness to constructive criticism are
essential attributes of the relationship, shaped by a regular

Interim President Seymour has weekly calls with the
BOT chair, as well as monthly in-person meetings.
These are in addition to unscheduled, issue-oriented
calls. The president has monthly meetings/calls
scheduled with the incoming vice chair and monthly
calls with committee chairs, as well as regular

the chair especially as the public spokesperson for the board
and the controller of the time for debate during board
discussions render the board less effective. The BOT should
consider following the lead of high-performing boards in taking
time to develop a code of board member behavior that
embodies respect for the essential role of the chair, the duty of
all members to seriously engage themselves in the work of the
board, and the rules of transparency and decorum. (See
Appendix C for The Ten Habits of Highly Effective Boards.)

Association of
15 Governing (e 12, 201 pattern of communication. The chair speaks for the board; the Medium Horr & S,‘a” President's Office Thad Seymour Board Chair " . Ongoing Ongoing
Report . . " . Interaction meetings/calls with trustees. Board workshops have
Boards president speaks for the university. The president should s 3
; e . 3 p s been built into the 2020 BOT schedule so the president
actively participate in board discussions, recognizing that when " i i "
) " and board can have deliberate "big picture'
it comes to a vote, the board alone votes and prevails. 3 3 .
o 5 5 discussions. The C and Labor C:
Presidential assessment and compensation should be o i St A W e o
delegated to a committee but involve the whole board. P pannuall P
Participation in chair-president training and coaching has Y-
proven useful especially when the institution faces challenges
as serious as UCF’s.
In April 2019, the board relations team in the Office of
Staff development: Since many of the staff are new in their the P'eS'd.em attended the Assaciation of Governing
. : y Boards National Conference on Trusteeship. The team
Association of positions, they should engage in professional development has also completed the AGB online training modules.
. AGB May 15, 2019 focused on accepted best practices as soon as practicable. A " BOT & Staff " . Nominating and P . . 9 . A N
16 Governing ) . Medium President's Office Grant Heston . The team will attend AGB's 2020 National Conference Ongoing Ongoing
Report maijor goal of this developmental process would be to clarify Interaction Governance Committee
Boards 8 . N N on Trusteeship, and encourage all staff who support
the board’s role as the highest governing authority at UCF and . .
the staff's role in supporting the work of the board committees to attend as well. The board relations team
. in the Office of the President also attended the May
BOT retreat with AGB and BOG representatives.
Annual budgets for the university and DSOs were
A= The UCF budget should be developed with appropriate Eresenedial t_he AHOZE) BO.T maclifng, CHilg
Association of oy P 3 e forward, UCF will need to determine budget approval
N AGB January 17,2019 | engagement of the Board through its Finance Committee as . BOT & Staff . Finance and Facilities . . ) N "
17 Governing .o Pl . B Medium CFO Dennis Crudele " workflow including use of various internal committees | In Progress June-20
Memo institution priorities are being shaped with a focus on the Interaction Committee . ;
Boards N . - such as the Budget Committee and how the BOT wiill be
strategic plan of the University. ) . L . .
involved in the decision making process prior to formal
presentation of the proposal
Reporting Relationship of Academic/DSO Financial Leads and
CFO - We recommend that each unit's designated finance lead Internal Control Thad Seymour,
Accenture January 17, (sometimes this is a single role that combines " Redesign &  |President, Provost &| _ . y! ’ Finance and Facilities . .
18 Accenture " ) Medium Elizabeth Dooley & y Action plan in development. In Progress TBD
2019 Report finance/operations at the unit level) serve as a dual report to Process Dennis Crudele Committee
the CFO organization (potentially reporting in to an AVP of Enhancements
Finance).
Leadership role of the chair: There is wisdom in the first and
last word in the description of the chair as “first among equals.”
The chair is the leader of the board, is the sole official
spokesperson for the board, and symbolizes through discourse
and demeanor the seriousness and importance of the board.
Board members should keep in clear focus that the board is a
single entity as distinct from a body of separate voices.
Nevertheless, with the exception of specific authority noted in
LoD the bylaws such as naming members of committees and
19 Governing e ey 16 201 CEITHIEED EIElS, U MEk Gl iED E_)nly CDTEDIIEILE Medium Gz, (il N/A N/A el and_ A pledge form will be developed for all BOT members. | In Progress September-19
Boards Report other members. Board members who fail to respect the role of & Governance Governance Committee
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Audit and Compliance Committee Meeting - New Business

Pending Recommendation List

Post Investigation Action Plan
As of June 30, 2019

Source Detail

commendation

Status

20

Association of
Governing
Boards

AGB May 15, 2019
Report

Committees and their functions: The committee titles at UCF
represent a common approach that largely reflects the
administrative departments and functions of the university. This
is not an unacceptable model, but it does hinder focus on
strategic priorities as opposed to the status quo—too often
placing a board in an oversight rather than a strategic position.
The board should consider reducing the number of committees,
aligning them by title and charge or charter with UCF’s strategic|
priorities, ensure that the committee chair is central to setting
the annual committee agenda and specific meeting agendas,
consider adding faculty members and others as nonvoting
members of committees, and attend to the right balance
between oversight of past/current performance and strategic
directions for the future.

Medium

Culture, Ethics,
& Governance

esponsible Office

President's Office

Thad Seymour

Board Chair

This recommendation will be lead by the Board of
Trustees and Board Chair and UCF leadership will
provide support in whatever capacity needed to
determine committee structure and roles.

In Progress

October-19

21

Association of
Governing
Boards

AGB May 15, 2019
Report

Governance Committee/Taskforce on Governance Reform:
The current nominating and governance committee should be
charged with a close examination of these and other
recommendations with an eye toward implementation of
changes in governance behavior—including, perhaps, the
name of the committee. However, to give the governance
reform work the energy and attention it deserves, consideration
should be given to a special task group charged (during a three
month time frame) with implementing, assessing progress on,
and reporting regularly to the board on accomplishment of
specific reforms. (See Appendix A for a checklist of topics
meriting governance committee oversight.)

Medium

Culture, Ethics,
& Governance

President's Office

Thad Seymour

Nominating and
Governance Committee

This recommendation will be lead by the Board of
Trustees and Board Chair. In June 2019, the BOT chair
directed the Audit and Compliance Committee to track
and monitor post investigation recommendations from
all sources. The committee could also recommend a
taskforce of trustees assume this responsibility, or that
a taskforce review certain categories of
recommendations.

In Progress

Ongoing

22

Association of
Governing
Boards

AGB May 15, 2019
Report

Board self-assessment: A high-functioning board is composed
of members who make service to the institution and its
effectiveness in fulfilling its public mission their top priority.
Willingness to engage in a regular self-assessment is a sign of
commitment to this fiduciary standard. Board self-assessment
is also required of Florida institutions by the regional
accrediting body—as regional accreditors are demonstrating a
focus on board governance among their periodic reviews. An
annual retreat that includes self-appraisal, as well as
discussion of strategic topics is highly recommended, as are
more frequent checks on board performance, its working
relationship with the president and staff, as well as the
functioning of committees and similar topics. The UCF conflict
of interest policy is adequate but relies heavily on self-reporting
of conflicts or potential conflicts. It would be greatly
strengthened by adherence to the best practices described in
the AGB Board of Directors’ Statement on Conflict of Interest
with Guidelines on Compelling Benefit issued in 2013. (See
Appendix D for more information.) A fully functioning
governance committee should assume responsibility for
structuring a process of board and trustee assessment and
conflict of interest oversight.

Medium

Culture, Ethics,
& Governance

President's Office

Grant Heston

Nominating and
Governance Committee

This recommendation will be lead by the Board of
Trustees and Board Chair; however many good
examples of board self assessment processes exist
which the Board could model, including AGB and the
UCF Foundation. The same is true for conflict of
interest reporting. The Nominating and Governance
Committee could request examples of both for
discussion at an upcoming meeting.

Not Started

To Be Determined

23

Association of
Governing
Boards

AGB May 15, 2019
Report

Risk assessment: In light of the disruptive forces that currently
affect all of higher education, board attention to the myriad
risks associated with governing a massive, complex public

enterprise like UCF is highly recommended. A workup of
priority risks (a heatmap) by staff and external advisors should
be a major topic of board discussion at least annually, and the
subject of a board risk assessment committee regularly. A
sophisticated risk assessment process at the board level might
well have anticipated the crisis brought on by the Trevor
Colburn Hall fiasco.

24

Board of
Trustees

Board of Trustees May
16, 2019 Meeting

Medium

Culture, Ethics,
& Governance

University
Compliance, Ethics,
and Risk

Christina Serra

Audit and Compliance
Committee

Hired Director of Enterprise Risk and Insurance
Management to develop enterprise risk management
program.

In Progress

June-20

Based on a motion that was made and approved during the
April 23, 2019, Audit and Compliance Committee meeting,
University Audit will work with management to obtain funding
for additional new lines/positions. These lines/positions will
focus on financial controls, data analysis and completing the
increasing number of investigations being received through the

IntegrityLine and other sources as described earlier.

Medium

Culture, Ethics,
& Governance

University Audit

Robert Taft

Audit and Compliance
Committee

A staffing plan is being developed including new
positions and reporting structure. Job descriptions will
be created and edited and then submitted to HR for
salary analysis prior to posting for hire.

In Progress

December-19
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Audit and Compliance Committee Meeting - New Business

Pending Recommendation List

Post Investigation Action Plan
As of June 30, 2019

Summary

Source

Source Detail

Recommendation

Responsible BO’

Status

Completion Date

.003, at least once every five yeal

Under BOG Regulation

the president and the Board of Trustees shall be provided with
an external review of the Compliance and Ethics Program’s
design and effectiveness and any recommendations for
improvement, as appropriate. The first external review shall be
initiated within five years from the effective date of the

Collaborate with Florida university peers and BOG IG to

regulation, which is 2021. The assessment shall be approved q University n A 5 . "
25 STl o Trusiee§ 2y by the Board of Trustees and a copy provided to the Board of Medium Gz, EAIES, Compliance, Ethics, | Christina Serra aditand C(_)mpllance dehne_ Sigd .Se' @i eﬂect_lveness star\_dar_ds e Ly In Progress June-20
Trustees 16, 2019 Meeting . . » y & Governance ! Committee SUS in effectiveness reviews. Once finalized, engage
Governors. It was the expectation of University Compliance, and Risk T T (9 CEED e (D e e (o
Ethics, and Risk that the new vice president for Compliance, party ¥ .
Accountability, and Ethics would commission such report upon
his or her hire. However, the office will discuss with senior
leadership the feasibility of initiating the review sooner, with the
expectation that resources to support the review will be
provided
Public Integrity|  Public Integrity and - . " UCF is conducting university-wide ethics, compliance
26 and Ethics Ethics Committee Each SUS institution should foster a cultu_re thal_respecls and Medium Culture, Ethics, President's Office Thad Seymour Auditand Cc_)mphance and whistle-blower training to create a stronger culture | In Progress October-19
responds to Auditor General Audit Findings. & Governance Committee L
Committee | March 14, 2019 Report of transparency and accountability.
o - Internal Control
" . " Document the BOT approval of any auxiliary fund deficit fund N " s " . )
27 Auditor Florida Auditor General balances that were caused|by restoration of the E&G funds and Medium Redesign & CFO s GEED Finance and' Facilities Documentation to bg reviewed and‘approved during In Progress July-19
General January 4, 2019 Report N N Process Committee upcoming Board meetings
provide such documentation to the BOG.
Enhancements
Board of Governors Expand the Bryan Cave investigation to address all E&G Internal Control
Board of January 31, 2019 misuses (paid for by UCF), review the UCF Strategic Plan, . Redesign & Investigation currently taking place with target v
28 Governors | Budget Committee and | BOG Budget and Finance Committee to review UCF reserves, Medium Process 8D T80 8D completion in August. LRICIIEes Qust=tio
Full Board Meetings and review with the UCF BOT of its fiduciary responsibilities. Enhancements
University Audit will initiate a quarterly financial control
evaluation and certification program based on customization of
Section 302 of the Sarbanes Oxley Act for publicly traded
companies https://www.sarbanes-oxley-101.com/SOX-302.htm.
This program will include the completion of a checklist to Internal Control
Board of Board of Trustees May | review process, system and regulatory changes along with a " Redesign & . . " Audit and Compliance | Will leverage available resources and look to hire staff N ber-19
2 Trustees 16, 2019 Meeting review of material transactions taking place during the period to et Process Wity Al (REIB e Committee with prior financial controls/SOX experience. IS ovember.
identify any potential areas of concern. A Financial Statement Enhancements
Disclosure Committee consisting of key members of
management will be formed to perform this work. University
Audit recommends that a member of the Board of Trustees be
named as a member of this committee.
Public Integrity|  Public Integrity and Engagement of legal counsel to certify that each budget In;e;r{;ae\sf?]ngol Finance and Facilities
30 and Ethics Ethics Committee document submitted to a Board of Trustees for approval is Medium 9 General Counsel Scott Cole " Action plan in development. In Progress TBD
N h Process Committee
Committee | March 14, 2019 Report compliant with applicable laws and regulations
Enhancements
University Audit will work with UCF management to verify that
Board of Board of Trustees Ma all follow-up activities the university has committed to in the Monitoring Post- T ] G Perform follow-up work and provide a status update to
31 s May | Auditor General's operational report and all other reports are Medium Transaction University Audit Robert Taft omp! the BOT Audit and Compliance committee at a future | In Progress November-19
Trustees 16, 2019 Meeting . N A . y o Committee )
fully implemented. All identified issues will be tracked in Activities 2019 meeting.
University Audit's audit software.
The University should develop, as a supplement to the
budgeting documents and reports required to be submitted to Monitoring Post-
32 Bryan' Caye Bryan Cave January the BOT and/or BOG by Fv\or\da law and BOG regulations, a Medium Transaction CFO Dennis Crudele Finance and. Facilities To be included in Board Operating Procedures 2 In Progress December-19
Investigation 17, 2019 Report clear and consistent reporting package to be presented to the Activiti Committee
: h : : ctivities
BOT on a periodic basis, designed to appropriately inform the
Board regarding the funding of capital projects.
CFO Role in Budgeting - UCF would benefit from formalizing
the CFO's role to include setting the overall fiscal constraint in
the budget process (e.g. revenue, expenditure, liquidity and tealiconre Thad Seymour,
33 Accenture (RESIUD JEEY 7, debt targets). From a practicable standpoint, this translates into Medium R ||, Fevesie: Elizabeth Dooley & [FVATED and_ IFEElEs Action plan in development. In Progress TBD
2019 Report 5 " N " > Process CFO " Committee
the President, Provost and the CFO "stacking hands" on fiscal Dennis Crudele
a 5 - 3 Enhancements
capacity, with the Provost driving the budget allocation process
thereafter.
Recording minutes: The minutes of board and committee
Association of meetings became much more detailed during the course of
34 Goveming | ACGBMay 15,2019 |  2018. However, the appropriate board committee and staff Medium Policies & | o eral Counsel Scott Cole Nominating and To be included in Board Operating Procedures 1 | In Progress July-19
Boards Report should develop guidelines to ensure that minutes present a full Procedures Governance Committee

and accurate report on board and committee deliberations and
actions.
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Audit and Compliance Committee Meeting - New Business

Pending Recommendation List

Post Investigation Action Plan
As of June 30, 2019

Recommendation

esponsible Office

Responsible B

Status

Board of Governors

Develop a policy for the authorization of funds, which is

approved the President, CFO, Legal, and Board of Trustees.

Committee

35 Board of | January 31, 2019 Audit| "\ rE serThis was not a recommendation from the BOG. Medium RHEESE CFO Dennis Crudele | ' nance and Facilities To be included in Board Operating Procedures 2 | In Progress December-19
Governors and Compliance . : . . Procedures Committee
e o Marchena/Pres Whittaker informed them that this was an action
Committee Meeting A
we were taking.
Office of the General Counsel, Compliance, Ethics and Risk Office of the General Counsel,.Comp\lance, Ethics and
Board of Trustees y - . . . " Risk Office, and Internal Audit will develop updated
Board of Office, and Internal Audit will develop updated policies and " Policies & . Finance and Facilities s . N
36 January 24, 2019 " . N Medium CFO Dennis Crudele " policies and procedures for the board's consideration to| In Progress June-20
Trustees y procedures for the board's consideration to further ensure Procedures Committee :
Meeting - further ensure proper use of state appropriated E&G
proper use of state appropriated E&G funds. funds.
The University should require F&A to consult with the
University's General Counsel, Compliance, Ethics, and Risk
Office, Internal Audit, and the BOG, as appropriate, to develop
37 e CEve Ervanicaict anianl Specgiienlpolclesland I ® Medium Al e CFO Dennis Crudele (AERED ERtl IS To be included in Board Operating Procedures 2 In Progress December-19
Investigation 17, 2019 Report ensure the proper use of state-appropriated E&G funding. Procedures Committee P 9 g
These policies and procedures should, at a minimum, clearly
identify those persons and/or bodies within the university with
responsibility to approve and oversee expenditures of E&G.
The policies and procedures should also describe the
documentation necessary to support certain funding-related " . "
38 Bryanv Cave Bryan Cave January requests, such as budget transfer requests above a certain Medium Policies & CFO Dennis Crudele Finance and_ Faciliies To be included in Board Operating Procedures 2. In Progress December-19
Investigation 17, 2019 Report . . " Procedures Committee
threshold, and provide clear instructions to employees charged
with the responsibility to approve such requests.
University investment policies and accounting of investment
Public Integrity|  Public Integrity and ShEES @l various ARSI ) EEEETED sh_ould dlvsc‘lose e L " s Procedures are being developed that will clarify the
P A t source and possible use of all funds commingled in investment A Policies & N Finance and Facilities s p oy
39 and Ethics Ethics Committee e . , Medium CFO Dennis Crudele " sources of funding in each of the university's In Progress June-20
) programs. Care should be taken to avoid risking University Procedures Committee : .
Committee | March 14, 2019 Report ) h N investment vehicles.
reserves or endowments through internal allocation practices
that are not fully accountable to the BOT's
Board orientation and development: Orienting new members
and reorienting longer-serving trustees is a standard best
practice to enable newer board members to add value more
quickly and the veterans to update their working awareness of
the scope and limits of effective board responsibility and
governance. A sound orientation program avoids the “drinking
from a fire hose syndrome” just as it provides all of the relevant A draft orientation plan is nearing completion. This plan
- information a new member needs or requests. An ongoing would have new trustees participate in a full day (or two
Association of AGB May 15, 2019 development program polls members on their interests and Training & Nominating and half day) sessions with administration, deans, faculty.
40 Governing ; ) A Medium President's Office Grant Heston . N ! y * | In Progress September-19
Boards Report proposes special workshops on the compelling issues for Awareness Governance Committee | staff and students and provide a rich history of UCF
boards now and in the foreseeable future. Topics could well and its goals, as well as the governance and fiduciary
include technology and educational effectiveness, predictive requirements from the AGB, BOG and BOT retreat.
analytics and student achievement, the evolving nature of the
student body, maximizing athletics as a university asset, as
well as such areas of risk as Title IX violations, cybersecurity,
et cetera. As of the date of the drafting of this report, UCF has
made AGB’s online board orientation program available to all
members of the UCF BOT.
Enhance procedures to ensure and demonstrate that E&G T.ralnlng ull be GV T e Sl ([ UGttt
- finance decision makers to ensure E&G carryforward
carryforward funds are only used for authorized purposes. Such .
" . " . N P . . . funds are used for authorized purposes.
Auditor Florida Auditor General | enhancements may include appropriate training to ensure that " Training & . Finance and Facilities
41 N " " . Medium CFO Dennis Crudele " In Progress June-20
General January 4, 2019 Report| University management responsible for approving the use of Awareness Committee . P . .
. - Working with other SUS institutions, F&A is developing
E&G funding understand the restrictions for such use and L " .
B 2 funds use guidelines that will be posted on F&A's
documenting support for allowable uses of the funding. .
website.
University Compliance, Ethics, and Risk will implement, at a
minimum, senior management annual ethics training with a . University " .
42 Boardof | Board of Trustees May | ;oo siatement that they have taken the training, their direct Medium Training & 1 oo liance, Ethics, | Christina Serra | Adit and Compliance Obtain resources (o support development of new | | g 0 roge June-20
Trustees 16, 2019 Meeting . . : : f N Awareness Committee annual training and certification process.
reports are trained, and they are in compliance with university, and Risk
SUS. and state requlations and policies.
F&A will continue to provide notification via email,
Public Integrity| Public Integrity and Budget and finance decision makers should receive regular Training & :1:3:[1] ds"e\f)lzﬁd m;ealgzigfsi'n::Seﬁgzziilsnh::::egr?:s
43 and Ethics Ethics Committee notifications of changes in applicable laws and regulations Medium Awarengss CFO Dennis Crudele TBD there arge Ychan eg!o errllteEtsis s e e s In Progress December-19
Committee | March 14, 2019 Report including new Board of Governance guidance. 9 PP 9 "

Particular emphasis will be given to new Board of
Governors guidance when it is receivef.
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Audit and Compliance Committee Meeting - New Business

Pending Recommendation List

Post Investigation Action Plan
As of June 30, 2019

Summary

Association of

AGB May 15, 2019

commendation

In advance of meetings: Staff should arrange to discuss the

agenda and materials in advance with the board chair and

Transparency &

esponsible Office

Responsible B
Committee

Nominating and

Status

44 Gg\(/)e;rrr;:g Report committee chairs {o ensure the clarity and adequacy of the Medium Pre-Approvals General Counsel Scott Cole Governance Committee To be included in Board Operating Procedures 1 In Progress July-19
information provided.
Full disclosure: Prior to distributing materials, the president,
senior legal counsel, and chief of staff along with other staff as
Association of appropriate should meet to discuss and confirm the P
45 Governing ACE N:ey lft AV completeness and accuracy of materials. The president should Medium T;;_s:arre;::ayls& General Counsel Scott Cole Gov’:;n;:ca:g%;rr‘:inee To be included in Board Operating Procedures 1 In Progress July-19
Boards P confirm in writing that to the best of his knowledge the materials| PP
disclose all relevant information, including legal issues and
requirements, needed for board deliberations and action.
Governance in the sunshine: Florida's embracive open
meetings and records requirements mean that nearly all board
discourse be open to the public. Board meetings at an
institution as prominent as UCF attract broad attention from . " .
internal stakeholders, the media, and the public at large. The This recommendation .M_”” be \ead_by the Board of
o . . Trustees and Board Chair; however it can be achieved
Association of Trevor Colbourn Hall controversy magnifies this attention. In — " n .
. AGB May 15, 2019 . . . BOT & Staff . . Nominating and by articulating a "Statement of Expectations” to guide
46 Governing this environment, board members must develop the habit of Low President's Office Thad Seymour . - . . In Progress November-19
Report . Interaction Governance Committee individual and collective behavior. In terms of
Boards openly and freely discussing serious strategic and occasionally transparency, board meetings will be livestreamed
divisive topics in public. Sticking to noncontroversial items or P Y,be S ng 5010
discussing serious matters superficially will not serve the board 9 9 Y .
or the public. Given the recent spate of negative publicity, the
board should not be concerned about a few more headlines
about it tackling difficult topics.
Board meetings: Productive board meetings feature candid Thls» ha§ be‘:gl:vlll b.e ad(_iressed n §9V§ff?jil‘j"!’:gfi;1)
conversation, rely on adequate committee and staff reports (not| 0 = i e Y
" N which currently requires the board to spend significant
too little and not too much), use a consent agenda to allow time {ime on "perfunctory” matters. 2) In Fall 2018, the
for important discussions, avoid the addition of late or e on 'p oy - g
o g Jaay e ] administration required all committee agendas to be
A N . - - approved by committee chairs, ensuring their significant
manner that reinforces the image of the board as a responsible input in agenda development. This continues. 3)
fiduciary body. Planning for board meetings should focus on P 9 " P - A
. Develop a board "Statement of Expectations” to guide
o agendas and how they are set, the time spent on perfunctory IR ) .
Association of e n A individual and collective behavior. 4) Approve Board
. AGB May 15, 2019 versus strategic issues, the quality of committee BOT & Staff g 0 , A g e A
47 Governing P 3 7 Low 3 President's Office Grant Heston All BOT Committees Operating Procedures that oversee submission In Progress Ongoing
Report communications with the board, the scope and quality of staff Interaction e n 5 5
Boards . N - guidelines, deadlines, etc. 5) Interim President
presentations, the tone of member interactions, and the chair's , p
o L " N . Seymour has weekly calls with the BOT chair, as well
responsibility to short-circuit irrelevant distractions. It is . " ; "
. N . . . as monthly in-person meetings. These are in addition to
essential for the UCF president to recognize that engaging with (SRR i | e ariEmieg e, Tib Eea s i D
the board—most especially with the board chair and committee ; " N S P
S A - D SR monthly meetings with the vice chair and monthly calls
" P - . with committee chairs, as well as regular meetings/calls
Delegating board governance and board priorities to other staff ) A
will ultimately weaken institution governance and a president's USRI, ) e e e o (e (Bl
Y standig p the 2020 BOT schedule so the president and board can
9- have deliberate "big picture” discussions.
Staff responsibilities to the board: Develop a concise statement
Association of of the staff's role in supporting the board’s governance —
48 Goveming | ~CB MRaey :)i 2019 authority and responsibilities to include attention to the Low Eﬁ;‘:‘jﬁf General Counsel Scott Cole Gov':f‘:]’;‘:]":e"g%;’;?mee To be included in Board Operating Procedures 1 | In Progress July-19
Boards P completeness and transparency of materials provided to the
board.
Customer Experience & Employee Satisfaction Surveys - As
part of promoting a performance oriented culture, A&F would The Division of Finance and the Division of
Accenture January 17, | benefit from an employee satisfaction survey. These surveys Culture, Ethics, A Finance and Facilities e 1 "
49 Accenture n Low CFO Dennis Crudele R Administration will consider use of periodic employee | In Progress June-20
2019 Report could be conducted every 2-3 years at a low cost (given the & Governance Committee e e
value) with small, dedicated internal teams taking actions to ¥s:
address the survey findinas.
Compliance efficiency and benchmarking metrics will be . University
50 Board of Board of Trustee§ May provided at the next Board of Trustees Audit and Compliance Low Culture, Ethics, Compliance, Ethics, Christina Serra Audit and Cgmphance Preparing report for August 8, 2019 meeting. In Progress August-19
Trustees 16, 2019 Meeting " N & Governance Committee
' Committee meeting. An update will follow to the full board. and Risk
Boards of Trustees should review each state audit finding, be q a
N " . As noted in several other recommendations, open AG
fully advised by legal counsel, audit staff and trained audit issues will be tracked by UCF Audit. The Board
Public Integrity|  Public Integrity and administrators of the seriousness of findings of unlawful . " . N N ) Y ) N "
N N ’ " L oo N Culture, Ethics, . " " Audit and Compliance |Chair or Chair of the Audit and Compliance meeting are
51 and Ethics Ethics Committee operations or activities, and maintain regular review of Low University Audit Robert Taft " L " In Progress September-19
A L " h . & Governance Committee invited to AG exit conferences. Draft responses to AG
Committee | March 14, 2019 Report ir until is achieved and

certified by the university’s chief audit executive, Board of
Governors Inspector General. or the Auditor General

reports will be provided to specific BOT members prior
to sending to AG.

16




Audit and Compliance Committee Meeting - New Business

Pending Recommendation List

Post Investigation Action Plan
As of June 30, 2019

Source Detail

commendation

esponsible BO

Status

Completion Date

Benchmarking of A&F Services for Efficiency & Effectiveness -

UCF has the opportunity to establish a new culture of

Internal Control

The Division of Finance and the Division of
Administration will benchmark transaction processing in

52 Accenture Accenture January 17, peﬁormanpe. Bench‘mar.klng cost and quality of transaction Low Redesign & CFO Dennis Crudele Finance and. Faciliies areas such as Finance & Accounting, Procurement, | In Progress June-20
2019 Report processing areas in Finance, Procurement, HR, IT and Process Committee P . ) " .
P N Facilities, Police, HR, and Parking. This information will
Facilities would provide UCF with a fact based approach to Enhancements o . ;
N . be utilized to reassess staffing needs in those units.
staffing and performance improvement.
Audit and Compliance Committee to review and consider
Board of Board of Trustees extending real time audits to all major financial commitments Monitoring Post- Audit and Compliance
53 March 13, 2019 that are beyond budget or major changes to budgets Low Transaction University Audit Robert Taft omp To be included on future committee meeting agenda | In Progress December-19
Trustees . 0 5 Py Committee
Meeting throughout the year and provide recommendations to the full Activities
board.
Will look at scheduling a budget process audit or
Public Integrity| Public Integrity and Regular internal operational audits to monitor compliance with Monitoring Post- " consglt!ng project once»!he currgnt process Is refjeﬂned
3 / y . . . . y Audit and Compliance | and is implemented or is being implemented. Will work
54 and Ethics Ethics Committee such policies (Policies developed to ensure adherence to Low Transaction University Audit Robert Taft y . " ) In Progress September-19
N . N Committee with management and BOT to determine which type of
Committee | March 14, 2019 Report budget and planning laws and regulations). Activities )
audit project would add the most value. Will discuss
with CFO at future meeting.
" o B q e N Leverage proposed Financial Controls disclosure
RUAE Inlggnly PUD!'C Inlegr|l¥ gl Capital Outlay Budgets, Fund Composition Reports and E&G Roniorng .POS! . " " Audit and Compliance committee process. Look at current risk assessment
55! and Ethics Ethics Committee " " " Low Transaction University Audit Robert Taft " " . o " In Progress November-19
” carry forward expenditures should be routinely audited. e Committee process to determine how to adjust criteria to increase
Committee | March 14, 2019 Report Activities y .
audit work to be done around this area.
Board of Board of Trustees May Unlve.rsliy Audit WI||. mo.r}nor changes (p Flprlda .staiules relating Policies & . . ) Audit and Compliance Work.wnh UCF General Counsel, BOG IG and other
56 " to whistle-blower eligibility and determination criteria and adjust Low University Audit Robert Taft " Chief Audit Executives to keep up on legal and In Progress December-19
Trustees 16, 2019 Meeting . . . " Procedures Committee .
university policies and internal procedures accordingly operational issues.
University Compliance, Ethics, and Risk and University Audit University
57 Board of Board of Trustees May | will, as appropriate, review and update current policies related T Policies & Compliance, Ethics, | Christina Serra and | Audit and Compliance R ERETED o e bao
Trustees 16, 2019 Meeting to reporting misconduct and investigations, adding new policies Procedures and Risk and Robert Taft Committee P P - g
as necessary. University Audit
" " ) All SUS leadership should jointly search for best practices in
Public Integrity|  Public Integrity and : L " . "
58 and Ethics Ethics Committee budgeting _and accountability. Each Board of Trustees sh_ould Low Policies & CFO Dennis Crudele Finance and_ Faciliies To be included in Board Operating Procedures 2 In Progress June-20
adopt policies to ensure adherence to budget and planning Procedures Committee
Committee | March 14, 2019 Report .
laws and regulations.
University Compliance, Ethics, and Risk along with University
Audit will develop and deliver the following:
i.UCF Employee Code of Conduct training which includes University
Board of Board of Trustees May gaErEsslel=pornalonions av'a||a‘b|e lolenpbyeeslanding Training & Comp!mnce, .E1h|c.s, ClinEi S Audit and Compliance On-line module and communication plan targeted for
59 q UCF IntegrityLine Low and Risk, University | Robert Taft, Tom i N In Progress October-19
Trustees 16, 2019 Meeting P L : N " L " Awareness " Committee distribution in late Summer/early Fall.
ii.Online training covering university policies on reporting Audit, and Hope
I and p ion from iation and whistle-blower President's Office
protections, the reporting options available to employees, and
the UCF IntegrityLine
University Compliance, Ethics, and Risk will continue training
and advertising on the UCF IntegrityLine through the online Universit Confirming all IntegrityLine posters and icons are
Board of Board of Trustees May | training modules and the IntegrityStar, will confirm Speak Up Training & " y - Audit and Compliance 9 grity! P . L .
60 y N o Low Compliance, Ethics, Christina Serra . posted where they should be and continue training and | In Progress Ongoing
Trustees 16, 2019 Meeting posters are in all employee common areas within all buildings, Awareness - Committee "
. - and Risk awareness efforts on the IntegrityLine.
and Speak Up icons with hyperlinks to the IntegrityLine are on
appropriate websites
University Audit will provide face-to-face whistle-blower . . n
61 Eparol Eoaric] Trus1ee§ Wiy determination training as requested or if retaliation activities Low ViRl University Audit Robert Taft (Rl Cgmpllance Develop a PowerPoint for presentations. In Progress November-19
Trustees 16, 2019 Meeting ) e . . Awareness Committee
are substantiated for a specific area of the university.
The University should consider the need for improved training University
Bryan Cave Bryan Cave January gnd commumcanons regarding its whistieblower program Training & Comp!lance, .E(hI(‘jS, Audit and Compliance On-line module and communication plan targeted for
62 . designed to increase awareness of the program and encourage Low and Risk, University Robert Taft " VPR In Progress October-19
Investigation 17, 2019 Report " Awareness : Committee distribution in late Summer/early Fall.
employees to report known or suspected violations of law, Audit, and
regulation or University policy. President's Office
Board of Governors Develop a policy for the BOT to verify agenda items that are
Board of January 31, 2019 Audit supported by statute. NOTE: ***This was not a Transparency & Nominating and . . "
e Governors and Compliance 1 from the BOG. Pr nt Whittaker informed e Pre-Approvals Eszr CannEs el Governance Committee B3R e e Cpereiing (Rt s D FEEED R

Committee Meeting

them that this was an action we were taking.
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Audit and Compliance Committee Meeting - New Business

Completed Action Items

Post Investigation Action Plan
As of June 30, 2019

Responsible

Item # Source Recommendation Risk Ranking Completion Date Office

UCF's Future State Model for A&F - We believe Models 1, 2, or 3 are feasible for UCF and there is no "best" model. However, our
recommendation is for UCF to adopt the "Split Model". Under the Split Model, the VP/CFO role would oversee financial management High January-19 President
functions and the COO role would be established for operational functions.

Accenture January 17,
2019 Report

Board of Governors
January 31, 2019 Audit

2 and Compliance Execute a full and complete accounting of funds to pay back the E&G funds used. Provide BOG with complete accounting of repayment. High January-19 CFO
Committee Meeting
Board of Trustees . . - . . . . .
Adopt as board policy the permanent separation of the position of CFO and Vice President of Administration or COO. Action will also . .
3 Janu:ﬂré/ez‘i‘:],;ow amend the Delegation of Authority to also include the position of CFO and Vice President or COO. High February-19 General Counsel
Bryan Cave January Finally, the University should make permanent its decision to reorganize the position of Vice President for Administration and Finance so . ~ .
4 17, 2019 Report that it no longer has simultaneous oversight of F&A and Facilities. High January-19 President & Board
Florida Auditor . . . .
5 General January 4, Docume_nt to the BOG that E&G funds misused for the TCH project and any other construction projects have been fully restored from High January-19 CFO
appropriate sources.
2019 Report
Florida Auditor . .
6 General January 4, Enhance procedures to ensure that the capital outlay budgets presented to and approved by the BOT properly and accurately specify the High
2019 Report anticipated funding sources for all capital projects.
PUb!'C Integnty_ and Boards of Trustees should approve Operating Budgets conforming to Florida law with some delineation of authorized expenditures, "
7 Ethics Committee subject to revision by the BOG High
March 14, 2019 Report > Y
Board of Trustees
8 January 24, 2019 Strip former CFO William Merck of all remaining unpaid performance bonuses. Medium January-19 Human Resources
Meeting
Board of Trustees
9 January 24,2019 Suspend Whittaker's participation in the performance bonus program for two years, covering his time as provost. Medium February-19 Human Resources
Meeting
Board of Trustees
10 March 13, 2019 Ensure that the Board has access to all reports mentioned in the investigations, especially regarding the usage of E&G funds. Medium
Meeting
Board of Trustees
1" March 21, 2019 Terminate further payments to former President John Hitt pursuant to the university's Performance Unit Plan. Medium March-19 Human Resources
Meeting

Public Integrity and
12 Ethics Committee  Trustees should be trained in their constitutional and fiduciary responsibilities. (To include budgetary and financial responsibilities Medium May-19 President
March 14, 2019 Report

AGB May 15, 2019  Timely information: Board materials should be delivered to members seven to ten days in advance of meetings to provide the board with

13 Report the opportunity to study materials and raise questions. Late additions should be made only in exceptional circumstances. Low January-19 General Counsel
Board of Governors
14 January 31, 2019 Audit Fix the reporting structure of UCF to their BOT (BOG Ref 1.001) ***This was not a recommendation - Kitson stated that our organizational Low February-19 President
and Compliance chart was incorrect and part of misguided attitude and actions at UCF. This was later clarified in a letter by the President.
Committee Meeting
Board of Trustees
15 January 24, 2019 Create a standard format for Board of Trustees agendas. Low January-19 General Counsel
Meeting
Board of Trustees . . . . . . - Unive.rsity
16 January 24. 2019 Audit and Compliance Committee to review the existing whistleblower program (Integrity Line) and recommend how to update the program L May-19 Compliance,
y 24, i i i i ilabili for the committee to report their recommendations to the board. ow ¥ Ethics, and Risk /
Mesting and educate the university community on its availability and use, and for P cs, k
University Audit
Board of Trustees  Adopt as board policy real time audits for all capital projects greater than $2M; including the Audit Department's verification of the funding
17 January 24, 2019 source as appropriate after board approval and before the project starts, spot check the funding source during the project and conduct Low January-19 University Audit
Meeting post-project audits.
Board of Trustees  Adopt a standard agenda memoranda format as distributed by Chairman Marchena at last week's meeting with two modifications; (1)
18 January 24, 2019 section titled Board's Authority for the Action citing the statutes or university regulations that enables the board to take the action and (2) Low January-19 President
Meeting the committee chair or chairman of the board must approve all agenda items before they are posted publicly.
19 B&zﬂ:z—:’n‘;g:gs The Audit and Compliance Committee to review and provide a recommendation to the full Board whether to retain an independent third Low May-19 University Audit

Mesting party auditor. Discussed but not passed - independent financial audit of the University's finances.
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Audit and Compliance Committee Meeting - New Business

Board of Governors Action Iltems

Post Investigation Action Plan
As of June 30, 2019

Item # Source

Board of Governors

Recommendation Action Plan

UCF Action
Plan

Public Integrity and Ethics
Committee March 14,
2019 Report

The Board of Governors should provide standards for operating budgets and capital outlay budgets consistent with the above
recommendations to verify that the laws are faithfully executed.

Public Integrity and Ethics

The Board of Governors should provide clear guidance for Capital Improvement Plans including BOB 1 and BOB 2 lists to verify the

2 Committee March 14, - .
2019 Report legitimate and appropriate use of each form.
3 Pugg;mﬁggt{,,?gﬁzws ThelBoard of vaernors shot{ld grovide or identify standards for prpject planning that require proper project budgeting and authorizations,
2019 Report ’ particularly funding authorization in budgets approved by a university Board of Trustees.
Public Integrity and Ethics
4 Committee March 14, The Board of Governors should require Boards of Trustees regularly to review and approve E&G carryforward spending plans.
2019 Report
Public Integrity and Ethics The Board of Governors should provide clear written guidance or opinions upon request of university staff and Boards of Trustees on all
5 Committee March 14, matters of regulatory significance. FAQs and training modules covering all statutory and regulatory budget and finance matters should be
2019 Report available to all universities. Such information should be kept current with respect to laws and regulations.
Public Integrity and Ethics Board of Governors reports should accurately reflect plans or expenditures reported. Funds not legal encumbered should never be
6 Committee March 14 characterized as encumbered or elxpended. Funds committed from E&G carryforward ac.coun.ts and not encumbered or expended should be
2019 Report * reported as E&G carryforward available for any lawful use. Funds transferred to other university accounts but not expended should not be
reported as expenditures.
Public Integrity and Ethics To remove legal uncertainty about the use of E&G for maintenance, renovation and capital renewal: (l) the Board of Governors should
7 Committee March 14 abandon its $2 million limitation on maintenance projects or clarify its statutory or regulatory basis with a legal opinion of its General Counsel
2019 Report ’or the Attorney General; and (Il) The Board of Governors should consistently define "fixed capital outlay," "maintenance," "capital renewal."
"deferred maintenance," "infrastructure," and related terms consistent with current law.
8 Pugg;migg%?:ghaﬁlcs The Board of Governors should consider adopting a policy on crisis management, providing intervention and support to institutions affected
2019 Report by financial mismanagement.
9 Pugg;m:igegt)'(ﬂz:ghatzlcs The Boarq Qf Govlerngrs I_nspector General should investigate significant complaints or reports of possib!e waste, fraud and mismanagement
2019 Report ’ and submit investigative findings to the Board of Governors, the Speaker of the House and Senate President.
10 Puggcm:]:?tggt)l:nz:ghﬁtzms The Board of Governors should ensure that multiple whistle-blower paths are availaple and widely publicized _to maximize opponflunities for
2019 Report ’ Trustees, employees, students, contractors, and taxpayers to report waste, fraud, mismanagement or other violations of governing laws.
1 PqucI:;Irr;titetggt)'(Aaar:ghlatZlcs University Audit and Compliance staff should make annual reports to the Board of Governors Inspector General summarizing their
2019 Report " investigative activities, findings, and results.
Public Integrity and Ethics
12 Committee March 14, The Board of Governors should monitor compliance activities in all institutions.
2019 Report
The Board of Governors (BOG) has retained an external audit firm (Crowe LLP) to provide the BOG with an independent review of the
Board of Trustees May business processes and internal controls relating to financial activities within the State University System. Crowe will be performing work at
13 each SUS location. University Audit will coordinate this work as requested by the BOG and communicate the impact of any

16, 2019 Meeting

recommendations to UCF management and the Board of Trustees. Any recommendations required a response or required action by UCF
will be tracked by University Audit using our audit management software.
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