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Board of Trustees Meeting 

Audit and Compliance Committee 
May 25, 2022, 1:00-2:00 pm  

(or upon adjournment of previous meeting, and at the Chair’s discretion) 
 

Live Oak Event Center | UCF Main Campus 
 

Livestream: https://ucf.zoom.us/j/93233428251?pwd=QjNjOThWL3dqTktDZkJ6dFVmWmNyZz09 
Webinar ID: 932 3342 8251 

Conference call number: +1 929 205 6099; Meeting ID 932 3342 8251 
 

AGENDA 
 

 
1. Call to Order and Welcome   Bill Christy, Chair, Audit and Compliance 

Committee 
 
2. Roll Call     Margaret Melli, Executive Assistant 

University Compliance, Ethics, and Risk 
 

3. Minutes of the February 22, 2022, meeting Chair Christy 
 

4. Reports     Chair Christy 
 

5. Discussion  
 

DISC – 1   University Audit Update 
(20 Minutes)   Robert Taft, Chief Audit Executive 

 
DISC – 2 Enterprise Risk Update - Cybersecurity 
(20 Minutes)  Rhonda L. Bishop, Vice President, University 

Compliance, Ethics, and Risk 
Matthew Hall, Vice President for Information 
Technology and Chief Information Officer 

 
DISC – 3  University Compliance, Ethics, and Risk Update 
(20 Minutes)  Rhonda L. Bishop  

 
6. New Business     Chair Christy 

 
 

7. Adjournment     Chair Christy 
 
 

 
 

 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fucf.zoom.us%2Fj%2F93233428251%3Fpwd%3DQjNjOThWL3dqTktDZkJ6dFVmWmNyZz09&data=05%7C01%7CMargaret.Melli%40ucf.edu%7C4814941eaf68496d46cf08da29317063%7Cbb932f15ef3842ba91fcf3c59d5dd1f1%7C0%7C0%7C637867589690402332%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=2U4xCgE3BcetoVcouvKqhTeg7gIFo%2BKFZZUDMUHquVY%3D&reserved=0


 
 

 
 

Board of Trustees 
Audit and Compliance Committee Meeting 

February 22, 2022 
UCF Downtown Campus, DPAC 106/106A 

 
MINUTES 

 
 

CALL TO ORDER 
 
Trustee Bill Christy, Chair of the Audit and Compliance Committee, attended virtually and called 
the meeting to order at 10:00 a.m. Board Chair Alex Martins (ex-officio), Vice Chair Tiffany 
Altizer and Committee members Joseph Harrington, Harold Mills, and Beverly Seay were 
present. Committee member Danny Gaekwad attended virtually.  
 
Trustee Michael Okaty was present. 
 
MINUTES APPROVAL 
 
Vice Chair Altizer made a motion to approve the minutes from the November 16, 2021, Audit 
and Compliance Committee meeting.  Trustee Harrington seconded the motion. The minutes 
were unanimously approved. 
 
ACTION 
 
Board of Governors’ Performance-based Funding Data Integrity Certification Audit Report 
(AUDC-1) 
Robert Taft, Chief Audit Executive reported on the results of the Board of Governors’ 
Performance-based Funding Data Integrity Certification Audit. Vice Chair Altizer made a motion 
to accept the report, Trustee Harrington seconded the motion; the report was unanimously 
accepted by the Committee. 
 
Performance-based Data Integrity Certification Form (AUDC-2) 
Taft gave an update on the Performance-based Data Integrity Certification Form. Trustee Mills 
made a motion to approve the form, Vice Chair Altizer seconded the motion; the form was 
unanimously approved by the Committee. 
 
DISCUSSION 
 
Audit and Compliance Committee Charter (DISC-1) 
The Committee completed the annual review of its charter and determined that no changes 
were warranted at this time. 
 



 
 

University Compliance, Ethics, and Risk Update (DISC-2) 
Rhonda Bishop, Vice President, University Compliance, Ethics and Risk gave the Compliance, 
Ethics, and Risk Update. She provided updates on the 2020-21 Compliance and Ethics Work 
Plan Status with a summary of activities completed during October 1, 2021, through December 
31, 2021. Bishop announced the launch of the 2022 Compliance and Ethics Culture Survey, 
gave an update on statutes covering foreign influence and an update on the Board of 
Governor’s review of Chapter 4 regulations.  
 
University Audit Update (DISC-3)  
Robert Taft, Chief Audit Executive, provided the University Audit Update. Taft gave a status 
update on completed and ongoing projects including the Direct Support Organization financial 
controls review initiated by the Board of Governors. Taft also provided a department staffing 
update and a list of upcoming projects along with Audit Committee benchmarking information 
from a recent national survey.  
 
INFORMATION 
 
Direct Support Organization External Audit Reports (INFO-1) 
Taft informed the committee of an upcoming university policy change where all DSO’s will use 
the same external auditor for their financial statement audits. He also stated that the Direct 
Support Organization External Audit Reports are available for review and that no issues were 
found. 
 
 
ADJOURNMENT 
 
Chair Christy adjourned the Audit and Compliance Committee meeting at 10:52 a.m. 
 
 
Reviewed by:   ___________________________  _________________ 
 Bill Christy  
 Chair, Audit and Compliance Committee Date 
 
 
 
Respectfully submitted: _________________________  _________________ 
 Michael Kilbride Date 
 Associate Corporate Secretary 
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Board of Trustees 
Audit and Compliance Committee | May 25, 2022 

    

DISC- 1: University Audit Update 

  Information   Discussion    Action 

  Meeting Date for Upcoming Action:   

 
Purpose and Issues to be Considered: 
The Committee should review the attachment in advance to prepare for any discussion among 
committee members, UCF’s Chief Audit Executive, and other members of UCF management. This 
discussion may relate to completed activities and proposed future activities of the internal audit function 
along with management’s plans for changes to their objectives, key processes, and related internal 
control activities. 
 
Background Information: 
In accordance with the UCF Audit and Compliance Committee Charter, the Committee will meet on a 
periodic basis to fulfill their oversight responsibilities. The attached document is intended to provide the 
committee with information regarding the work of University Audit to assist the committee in successfully 
completing their oversight duties. 
 
Recommended Action: 
No recommended actions required. 
 
Alternatives to Decision:  
N/A 
 
Fiscal Impact and Source of Funding: 
N/A 
 
Authority for Board of Trustees Action: 
N/A 
 
 
Contract Reviewed/Approved by General Counsel      N/A   
 
Committee Chair or Chair of the Board has approved adding this item to the agenda   
 
Submitted by:  
Robert Taft, Chief Audit Executive 
 
Supporting Documentation:  
Attachment A: University Audit Update 
 
Facilitators/Presenters: 
Robert Taft, Chief Audit Executive 



University Audit 
Update
May 25, 2022

Attachment A



Agenda

1. Project status update
2. Upcoming schedule
3. Staffing update
4. Fraud prevention, 

detection and mitigation 
program

5. Internal Audit Awareness 
Month
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Project status 
update

Audits
• Vendor and Contract Management (draft report issued-

final report to be issued by end of month)
• Faculty Clusters (in progress)
• Data Centers (in progress—two memos issued)
• UCF Libraries (completed-working with new Dean on 

action plan)
• UCF Downtown (deferred until January 2023 per mutual 

agreement)

Reviews
• CARES Act (in progress- focusing on tiers 2 and 3)
• Knight Vision (project participation until go-live and 

beyond)
• Direct Support Organization (DSO) Internal Controls 

review (project monitoring through completion –
estimated June 2022)

• Contract & Grants – compliance reviews
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Next: 

Planned audit 
cycles 

Two & Three

• Cycle Two

• Career Services (to begin 
in May 2022)

• Miscellaneous 
Advisory reviews:

• Sustainability 
Tracking, Assessment 
& Rating System 
(STARS)

• Room Rental 
Revenues

• Cycle Three

• Workday Training
• Export Controls (defer to 

plan year 2023)
• College of Engineering 

and Computer Sciences 
(defer to plan year 2023)

• UCF Foundation (defer to 
plan year 2023)
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Audits on 
Watch List

• UCF Global
• Academic Advising
• Direct Connect

 Impact of Knight Vision on 
audit selection process
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External 
Audit 

Activities

• Auditor General Financial Audit 
(4/19 kickoff meeting)

• Board of Governors Crowe 
DSO internal controls project 
(in progress)

• Start of DSO financial 
statement audits (June/July 
timetable)
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Staffing update
• Auditor II search in progress 
• IT Auditor I search successful 

(Isabelle Newcomb)
• Tina Maier and Chase Jicha will 

be presenting at the ACFE 
International Conference on 
whistle-blower determination 
process

• Mary Dailey is matriculated in 
UCF’s Master’s of Public 
Administration program

• Adam Glover is serving as 
Treasurer of ISACA Central 
Florida Chapter

• Robert Taft named to Board of 
Directors of IIA Central Florida 
Chapter
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Florida Board 
of Governors 

Regulation 
3.003 Fraud 

Prevention 
and Detection

• Each university board of trustees shall adopt a 
regulation establishing criteria related to appropriate 
institutional controls and risk management framework 
that provide reasonable assurance that fraudulent 
activities within the university’s areas of responsibility 
are prevented, detected, reported, and investigated. 

• Fraud is defined as an intentional misrepresentation or 
concealment of a material fact for the purpose of 
obtaining a benefit that would not otherwise be received, 
or inducement of another to act upon the intentional 
misrepresentation or concealment to his or her 
detriment. 

• Periodic evaluation and reporting to the board of 
trustees, at least annually, of the status of the antifraud 
framework used and any necessary revisions to improve 
the framework. 



UCF Regulation 4.015 
(Fraud Protection and 

Detection)

• The Board of Trustees is committed 
to creating an organizational culture 
that proactively identifies potential 
fraud scenarios, discourages the 
commitment of fraud, and provides 
encouragement to report potential 
fraud.  

• This Regulation establishes 
University criteria related to 
appropriate institutional controls and 
risk management framework to 
provide reasonable assurance that 
fraudulent activities within the 
University’s areas of responsibility 
are prevented, detected, reported, 
and investigated. 
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Another 
Urban 
Legend
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Internal 
Audit Myths

1. All Internal Auditors are accountants by 
training. 

2. Internal Auditors are nit-pickers and 
fault finders. 

3. It’s best not to tell the Internal Auditors 
anything unless they specifically ask. 

4. Internal Auditors follow a cycle in 
selecting their audit “targets” and use 
standard checklists so they can audit 
the same things the same way each 
time. 

• (Source - Institute of Internal Auditors webpage)
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One of the Top Five In-demand  
Professions Throughout the World
Althoughinternal auditing is one of the most misunderstood professions, 
it is one of the top five highest professions in demand throughout the 
entire world. So much so, organizations are paying higher entry level 
salaries,providingchallengingand diversified projects, and offering
more flexible schedules to entice future employees.Whetheryou’re just 
starting out or making a career change, the internal audit profession 
deservesa closer look.

The Future Is Yours to Command 
The IIA Is Here to Help
One of the best ways to find out more about internal auditing is to 

joinyourlocal IIAchapter.Membership inThe IIAcan provide youwith 

valuable opportunities to meet with those already practicing in the 

professionand to learnwhat youcan do now to prepareyourself for

a dynamic career.Many IIAchaptersplan activities specifically for 

studentsand faculty.

J oin The IIA Today!
Student Membership – Only $50 Per Year

Don’t wait until yougraduate —joinnow to gainan advantageover
yourpeers competing for the same jobs.Enjoy full professionalmember 

benefits at a discounted rate.

Take control of your future by identifying and selecting a profession 

offering a great starting salary, opportunities for fast-paced 

advancement,work-life balance, and more.Takea closer lookat internal 

auditing now, before you graduate. Talk to your professors and faculty 

advisors, attend a chapter meeting, or contact us, The Institute of 

Internal Auditors.

Global Headquarters • 1035Greenwood Blvd., #149, •Lake Mary,FL32746 USA 

T:+1-407-937-1100 •F:+1-407-937-1101• www.theiia.org

To learn more about internal audit education, please visit
www.theiia.org/Academic or email us at Academic@theiia.org.

@The IIA The Institute of InternalAuditors

The Possibilities are Endless  
for Individuals Entering the  
Field of InternalAuditing

ACADEMIC RELATIONS

INTERNAL  
AUDIT:
Profession of 
the Future

http://www.theiia.org/
http://www.theiia.org/Academic
mailto:Academic@theiia.org


Final 
Thoughts & 
Comments?
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Board of Trustees 
Audit and Compliance Committee | May 25, 2022 

    

DISC- 2: Enterprise Risk Update - Cybersecurity 

  Information   Discussion    Action 

  Meeting Date for Upcoming Action:   

 
Purpose and Issues to be Considered: 
The Enterprise Risk Update will provide a brief overview of the Enterprise Risk Management program 
and will specifically address risks associated with cybersecurity.  The discussion will include updates on 
the current risk assessment and cybersecurity risk mitigation efforts. 
 
Background Information: 
Risk is defined as uncertainty of outcomes, whether positive opportunity or negative threats, of actions 
and events. Enterprise risk management is a holistic approach to managing risks which can impact the 
successful execution of the university’s mission and objectives. 

The goal of the UCF Enterprise Risk Management (ERM) program is to provide a systematic 
approach to identifying and managing various types of risk, regardless of the origin. Risks can include 
those affecting the whole of higher education, risks specific to the UCF, or risks related to certain units 
and processes. 
 
The risks associated with cyber threats continue to increase across all industries and higher education 
institutions are not exempted from this growing world-wide trend.  Cybersecurity risk is the probability 
of a loss or exposure that occurs through a cyber-attack typically from outside an organization that is 
often referred to as a data breach.  To mitigate the risks associated with cyber related threats, 
organizations must have a good understanding of where vulnerabilities may reside and take steps to 
mitigate those risks and sufficiently protect data assets.   
 
Recommended Action: 
N/A 
 
Alternatives to Decision:  
N/A 
 
Fiscal Impact and Source of Funding: 
N/A 
 
Authority for Board of Trustees Action: 
N/A 
 
 
Contract Reviewed/Approved by General Counsel      N/A   
 
Committee Chair or Chair of the Board has approved adding this item to the agenda   
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Submitted by:  
Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk 
 
Supporting Documentation:  
Attachment A: Enterprise Risk Update: Cybersecurity 
 
Facilitators/Presenters: 
Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk 
Matthew Hall, Vice President for Information Technology and Chief Information Officer 
 

 



Enterprise Risk Update: Cybersecurity

Rhonda L. Bishop, VP Compliance, Ethics, and Risk
Matt Hall, VP for Information Technology and Chief   

Information Officer

Board of Trustees
Audit and Compliance Committee

May 25, 2022

Attachment A



Enterprise Risk Management (ERM)

Holistic, portfolio approach to managing the university’s risks; risks 
which can impact the achievement of the university’s strategic objectives

 Integral part of organization’s 
processes

 Systematic, structured, timely
 Tailored to university
 Transparent and inclusive
 Facilitates continual improvement 

and enhancement of the university
 Creates value

Principles of ERM
 Better align UCF’s strategy and

objectives to its risk appetite

 Identify and manage risk enterprise-
wide

 Improve resource deployment

 Enhance resilience

Value of ERM

Principles of ERM are an abbreviated list from ISO 31000, the only international standard on the practice of 
risk management.



Phased ERM Approach

Phase 1: Targeted 
risk assessment 
and education

Phase 2: Program 
foundation

Phase 3: Full 
program 

implementation



2022 Cyber Risk Assessment

UCF IT 
Leadership

National 
Trends

IT Personnel
University 

Audit
Research

SIRT
Emergency 

Management

Initial Risk Themes

 Talent management

 Ransomware

 3rd party breaches

 Threat actors

Risk Assessment Process

 Key business processes

 Compliance requirements

 Major initiatives

 Key vendor relationships



Information Assurance and Knight Shield

5.4

6.4
6.7

7

D C C B

FEB-21 OCT-22 MAR-22 APR-22
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DISC- 3: University Compliance, Ethics, and Risk Update 

  Information   Discussion    Action 

  Meeting Date for Upcoming Action:   
 
Purpose and Issues to be Considered: 
The Compliance, Ethics, and Risk update and any discussion will cover changes in federal or state 
requirements impacting the university, current or pending external compliance activities, and updates 
to the committee on key compliance, ethics, and risk initiatives at UCF. 
 
Background Information: 
Annually, University Compliance, Ethics, and Risk performs an analysis on all UCF IntegrityLine reports 
submitted and closed during the calendar year and prepares a report on the outcomes including any 
trends identified. A report covering the data and trends from the IntegrityLine during the period of 
January 1, 2021, to December 31, 2021, is provided and outcomes will be discussed. 
 
The Compliance and Ethics 2021-22 Work Plan - Status of All Activities Report contains a summary of 
projects and activities completed from January 1, 2022, through March 31, 2022. 
 
Recommended Action: 
N/A 
 
Alternatives to Decision:  
N/A 
 
Fiscal Impact and Source of Funding: 
N/A 
 
Authority for Board of Trustees Action: 
N/A 
 
 
Contract Reviewed/Approved by General Counsel      N/A   
 
Committee Chair or Chair of the Board has approved adding this item to the agenda   
 
Submitted by:  
Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk 
 
Supporting Documentation:  
Attachment A: University Compliance, Ethics, and Risk Update 
Attachment B: UCF IntegrityLine Report 2021 
Attachment C: Compliance and Ethics Work Plan Status January 1, 2022 - March 31, 2022 
 
Facilitators/Presenters: 
Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk 



University Compliance, 
Ethics, and Risk Update

Board of Trustees
Audit and Compliance Committee

May 25, 2022

Attachment A



UCF IntegrityLine Report



2021 UCF IntegrityLine Report
Referred Cases

27% Environmental 
and Safety Matters

25% Offensive or 
Inappropriate 
Communication

10% Other Human 
Resources Matters346 Total Reports Received     

Highest Reported Issue Types:





IntegrityLine 
Case Outcomes

483 Cases Closed in 2021

215 Investigated

• 130 Substantiated
• 85 Unsubstantiated

Investigative Results:

• Termination
• Discipline
• Policy / Process Review

Action Taken:
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