ver Board of Trustees Meeting Agenda

Board of Trustees Meeting
Audit and Compliance Committee
May 25, 2022, 1:00-2:00 pm
(or upon adjournment of previous meeting, and at the Chair’s discretion)

Live Oak Event Center | UCF Main Campus
Livestream: https://ucf.zoom.us/j/93233428251?pwd=QjNjOThWL3dqTktDZkJ6dFVmWmNyZz09

Webinar ID: 932 3342 8251
Conference call number: +1 929 205 6099; Meeting ID 932 3342 8251

AGENDA
1. Call to Order and Welcome Bill Christy, Chair, Audit and Compliance
Committee
2. Roll Call Margaret Melli, Executive Assistant

University Compliance, Ethics, and Risk
3. Minutes of the February 22, 2022, meeting Chair Christy
4. Reports Chair Christy

5. Discussion

DISC — 1 University Audit Update

(20 Minutes) Robert Taft, Chief Audit Executive

DISC -2 Enterprise Risk Update - Cybersecurity

(20 Minutes) Rhonda L. Bishop, Vice President, University

Compliance, Ethics, and Risk
Matthew Hall, Vice President for Information
Technology and Chief Information Officer

DISC-3 University Compliance, Ethics, and Risk Update
(20 Minutes) Rhonda L. Bishop

6. New Business Chair Christy

7. Adjournment Chair Christy
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UCF

UNIVERSITY OF CENTRAL FLORIDA

Board of Trustees

Audit and Compliance Committee Meeting
February 22, 2022

UCF Downtown Campus, DPAC 106/106A

MINUTES

CALL TO ORDER

Trustee Bill Christy, Chair of the Audit and Compliance Committee, attended virtually and called
the meeting to order at 10:00 a.m. Board Chair Alex Martins (ex-officio), Vice Chair Tiffany
Altizer and Committee members Joseph Harrington, Harold Mills, and Beverly Seay were
present. Committee member Danny Gaekwad attended virtually.

Trustee Michael Okaty was present.

MINUTES APPROVAL

Vice Chair Altizer made a motion to approve the minutes from the November 16, 2021, Audit
and Compliance Committee meeting. Trustee Harrington seconded the motion. The minutes
were unanimously approved.

ACTION

Board of Governors’ Performance-based Funding Data Integrity Certification Audit Report
(AUDC-1)

Robert Taft, Chief Audit Executive reported on the results of the Board of Governors’
Performance-based Funding Data Integrity Certification Audit. Vice Chair Altizer made a motion
to accept the report, Trustee Harrington seconded the motion; the report was unanimously
accepted by the Committee.

Performance-based Data Integrity Certification Form (AUDC-2)

Taft gave an update on the Performance-based Data Integrity Certification Form. Trustee Mills
made a motion to approve the form, Vice Chair Altizer seconded the motion; the form was
unanimously approved by the Committee.

DISCUSSION

Audit and Compliance Committee Charter (DISC-1)
The Committee completed the annual review of its charter and determined that no changes
were warranted at this time.




University Compliance, Ethics, and Risk Update (DISC-2)

Rhonda Bishop, Vice President, University Compliance, Ethics and Risk gave the Compliance,
Ethics, and Risk Update. She provided updates on the 2020-21 Compliance and Ethics Work
Plan Status with a summary of activities completed during October 1, 2021, through December
31, 2021. Bishop announced the launch of the 2022 Compliance and Ethics Culture Survey,
gave an update on statutes covering foreign influence and an update on the Board of
Governor’s review of Chapter 4 regulations.

University Audit Update (DISC-3)

Robert Taft, Chief Audit Executive, provided the University Audit Update. Taft gave a status
update on completed and ongoing projects including the Direct Support Organization financial
controls review initiated by the Board of Governors. Taft also provided a department staffing
update and a list of upcoming projects along with Audit Committee benchmarking information
from a recent national survey.

INFORMATION

Direct Support Organization External Audit Reports (INFO-1)

Taft informed the committee of an upcoming university policy change where all DSO’s will use
the same external auditor for their financial statement audits. He also stated that the Direct
Support Organization External Audit Reports are available for review and that no issues were
found.

ADJOURNMENT

Chair Christy adjourned the Audit and Compliance Committee meeting at 10:52 a.m.

Reviewed by:

Bill Christy
Chair, Audit and Compliance Committee Date

Respectfully submitted:

Michael Kilbride Date
Associate Corporate Secretary
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Board of Trustees
Audit and Compliance Committee | May 25, 2022

DISC- 1: University Audit Update

[] Information X Discussion [] Action

Meeting Date for Upcoming Action:

Purpose and Issues to be Considered:

The Committee should review the attachment in advance to prepare for any discussion among
committee members, UCF’s Chief Audit Executive, and other members of UCF management. This
discussion may relate to completed activities and proposed future activities of the internal audit function
along with management’s plans for changes to their objectives, key processes, and related internal
control activities.

Background Information:

In accordance with the UCF Audit and Compliance Committee Charter, the Committee will meet on a
periodic basis to fulfill their oversight responsibilities. The attached document is intended to provide the
committee with information regarding the work of University Audit to assist the committee in successfully
completing their oversight duties.

Recommended Action:
No recommended actions required.

Alternatives to Decision:
N/A

Fiscal Impact and Source of Funding:
N/A

Authority for Board of Trustees Action:
N/A

Contract Reviewed/Approved by General Counsel [ | N/A [X
Committee Chair or Chair of the Board has approved adding this item to the agenda [X

Submitted by:
Robert Taft, Chief Audit Executive

Supporting Documentation:
Attachment A: University Audit Update

Facilitators/Presenters:
Robert Taft, Chief Audit Executive

UNIVERSITY OF CENTRAL FLORIDA 1



Attachment A

University Audit \'

Update

May 25, 2022 U C F




Agenda

Project status update
Upcoming schedule
Staffing update

N -

Fraud prevention,
detection and mitigation
program

5. Internal Audit Awareness
Month




Project status
update

Audits

Vendor and Contract Management (draft report issued-
final report to be issued by end of month)

Faculty Clusters (in progress)
Data Centers (in progress—two memos issued)

UCF Libraries (completed-working with new Dean on
action plan)

UCF Downtown (deferred until January 2023 per mutual
agreement)

Reviews

CARES Act (in progress- focusing on tiers 2 and 3)

Knight Vision (project participation until go-live and
beyond)

Direct Support Organization (DSO) Internal Controls
review (project monitoring through completion —
estimated June 2022)

Contract & Grants — compliance reviews



Next:

Planned audit
cycles
Two & Three

 Cycle Two

« Career Services (to begin
in May 2022)

* Miscellaneous
Advisory reviews:

 Sustainability
Tracking, Assessment
& Rating System
(STARS)

» Room Rental
Revenues

Cycle Three

Workday Training

Export Controls (defer to
plan year 2023)

College of Engineering
and Computer Sciences
(defer to plan year 2023)

UCF Foundation (defer to
plan year 2023)



Audits on
Watch List

 UCF Global
* Academic Advising
* Direct Connect

s Impact of Knight Vision on
audit selection process




External
Audit
Activities

e Auditor General Financial Audit
(4/19 kickoff meeting)

» Board of Governors Crowe
DSO internal controls project
(in progress)

« Start of DSO financial
statement audits (June/July
timetable)




Staffing update

INDIVIDUALLY,
WE ARE ONE DROP,
TOGETHER,

WE ARE AN OCEAN. |

Ryunasuke .:.:.Tl‘lh:-

Auditor Il search in progress

IT Auditor | search successful
(Isabelle Newcomb)

Tina Maier and Chase Jicha will
be presenting at the ACFE
International Conference on
whistle-blower determination
process

Mary Dailey is matriculated in
UCF’s Master’s of Public
Administration program

Adam Glover is serving as
Treasurer of ISACA Central
Florida Chapter

Robert Taft named to Board of
Directors of I|A Central Florida
Chapter






» Each university board of trustees shall adopt a
regulation establishing criteria related to appropriate

2 institutional controls and risk management framework
F I O rl d a B Oa rd that provide reasonable assurance that fraudulent
activities within the university’s areas of responsibility

Of G OVG rn O rS are prevented, detected, reported, and investigated.

" Fraud is defined as an intentional misrepresentation or
Reg u Iatl on concealment of a material fact for the purpose of

3 003 F d obtaining a benefit that would not otherwise be received,
. ra U or inducement of another to act upon the intentional
misrepresentation or concealment to his or her

Prevention detriment.

- Periodic evaluation and reporting to the board of
a n d Dete Ctl O n trustees, at least annually, of the status of the antifraud
framework used and any necessary revisions to improve
the framework.




» The Board of Trustees is committed
to creating an organizational culture
that proactively identifies potential
fraud scenarios, discourages the
commitment of fraud, and provides

UCF Regulation 4 015 encouragement to report potential
(Fraud Protection and fraud.
* This Regulation establishes

Detection) University criteria related to
appropriate institutional controls and
risk management framework to
provide reasonable assurance that
fraudulent activities within the
University’s areas of responsibility
are prevented, detected, reported,
and investigated.
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2016 COSO Fraud Risk Management Guidelines

Establishment of a Fraud Risk
Management Program F d
Performs comprehensive ra u

. Risk Management Guide
fraud risk assessments

Selects, develops and
deploys preventative and
detective fraud control
activities

Investigation program

Ongoing evaluations and
corrective action of the overall
program




COSO Framework Components and Principles

1. The organization demaonstrates a commitment to integrity and ethical values.

Fraud Risk Management Principles

2. The board of directors demonstrates independence from management and

exercises oversight of the development and performance of internal control. 1. The organization establishes and ¢ s
fraud nisk management program that demonstrates
the expectations of the board of directors and senior
management and their commitment to high integrity

and ethical values regarding managing fraud risk.

3. Management establishes, with board oversight, structures, reporting lines,
and appropriate authonities and respmshlli%s in the pursuit of objectives.

Control
Environment

4. The argarlzahun demunslrates acommitment to attract, develop, and retain
with objectives.

5. The organization holds individuals accountable for their internal control
responsibilities in the pursuit of objectives.

6. The zation specifies objectives with sufficient clarity to enable the
idmﬁqﬁ-g:m and assessment of risks relating to objectives.

1. The tion identifies risks to the achievement of its obj
DO SNCEILE Mo [0 18 s 2. The orgarization performs comprahensive fraud

across the entity and analyzes risks as a basis for determining how the
nskssrmamlrrmaged e

8. Theu'gamaumummdemmepmarmalforhmd in assessing risks to the
achievement of

risk assessments to identify specific fraud schemes
and risks, assess their likel and significance,
evaluate existing fraud control activities, and
implement actions to mitigate residual fraud risks.

9. The organization identifies and assesses changes that could significantly
impact the system of intemal control.

mmeagaﬂzaumseiecwarddevdopsmlmhssﬁatmtom
mitigation of risks to the achievement of objectives to acceptable levels. '_|

3. The organization selects, develops, and deploys

58

-E‘; 11.The ization selects and develops general control activities over " | preventive and detective fraud control activities to
ok technology to support the achievement of objectives. | mitigate the sk of fraud events occurming or not
Y ‘ being detected in a timely manner.

12.The organization deploys control activities through policies that establish
thsmwammmmmssﬁuxum

13.The crgarlzauun obmms D?ammtes and uses relevant, q.law information
1o support the ocrrpmemsm'lmam control.

4. The organization establishes a communication

14.The organization |msmalrlg communicates information, including

pmoess to obtain information about patential fraud
and deploys a

Information &

5
3
5
=
&
(]

objectives and responsibilities for internal control, necessary to support —1—0 1 approach to
the functioning of internal control. andwrecuveactmiosdtkessira.idapmpmtew
and in a timety manner.

15, The organization communicates with external parties ng matters A
affecting the functioning of other components of intemal control.

16.The organization selects, develops, and performs ongoing and/or 5. The organization selects, develops, and performs
sepuamaﬂimmsmamnmmmemuhmem e ing evaluations to ascertain whether each
control are present and functioning. of principles of fraud risk management is

i 5 present and functioning and communicates fraud

17. The organization evaluates and communicates intemal control risk management program deficiencies in a timely
deficiencies in a timely manner to those parties responsible for taking manner to parties responsible for taking corrective
comective action, including senior management and the board of action, including senior management and the board
directors, as appropriate of directors.

Monitoring
Activities

12



Establish a fraud
risk management
policy as part of
organizational
governance

Monlitor the fraud risk Perform a
management process, comprehensive
report results and fraud risk
Improve the process assessment

Establish a fraud

Select, develop and

reporting process and
coordinated approach
to investigation and
corrective action

deploy preventive
and detective fraud
control activities

13



Principle 1 - Fraud Risk Governance

Board and Senior Management:

Makes an organizational commitment to fraud risk
management.

Supports fraud risk governance.

Establishes a comprehensive fraud risk management
policy.

Establishes fraud governance roles and responsibilities
throughout the organization.

Documents the fraud risk management program.

Communicates fraud risk management at all organization
levels.




Principle 2 — Fraud Risk Assessment

Involves the appropriate level of management

Includes entity, subsidiary, division, operating unit and functional levels
Analyzes internal and external factors

Considers various types of fraud

Specifically considers the risk of management override of controls
Estimates the likelihood and significance of risks identified

Assess personnel or departments involved and all aspects of the fraud
triangle

Identifies existing fraud control activities and assesses their effectiveness
Determines how to respond to risks

Uses data analytics techniques for fraud risk assessment and fraud risk
responses

Performs periodic risk assessments and assess changes lo fraud risk



Principle 3 — Fraud Control Activities

Promotes fraud deterrence through preventive and
detective control activities

Integrates with the fraud risk assessment

Considers organization-specific factors and relevant
business processes

Considers the application of control activities to different
levels of the organization

Utilizes a combination of fraud control activities
Considers management override of controls
Uses proactive data analytics procedures
Deploys control activities through policies and
procedures

Fags 15




Principle 4 - Fraud Investigation and
Corrective Action

Establishes fraud investigation and response protocols

Confidentiality, urgency, evidence preservation, legal protections,
forensic support, investigation protocols, reporting process, root
cause and mitigating controls, etc.

Conducts investigations
Communicates investigation results
Takes corrective action

Evaluates investigation performance




Principle 5 - Fraud Risk Management
Monitoring Activities

Considers a mix of ongoing and separate evaluations

Considers factors for setting the scope and frequency of
evaluations

Establishes appropriate measurement criteria
Considers known fraud schemes and new fraud cases
Evaluate, communicates and remediates deficiencies




May is
Internal Audit

Awareness




Another

Urban
Legend

An internal auditor is
someone who watches the
battle from the safety of

the hills and once all the
fighting is finished, comes
down and bayonets the
wounded.

20



1.

Internal >
Audit Myths
4.

All Internal Auditors are accountants by
training.

Internal Auditors are nit-pickers and
fault finders.

It’'s best not to tell the Internal Auditors
anything unless they specifically ask.

Internal Auditors follow a cycle in
selecting their audit “targets” and use
standard checklists so they can audit
the same things the same way each
time.

» (Source - Institute of Internal Auditors webpage)

21



The Institute of Internal Auditors
(The 11A)

The internal audit profession’s most widely recognized advocate,
educator, and provider of standards, guidance, and
certifications.

Established in 1941, The |IA today serves more than 200,000
members from more than 170 countries and territories.
www.theiia.org.

b Ingtitute
-




What do Internal Auditors do?

Evaluate risks
= Assess controls
Improve operations
Review processes & procedures
Assure safeguards

Provide insight & foresight

Communicate results & recommend action

g Institute of




Value of Internal Auditors

* Find out what's working and what's not
* Keep an eye on the corporate culture

* Look at the organization objectively

* Bring organization-wide perspective

* Advocate improvements

« Raise red flags

« Tellit like it is

* Trusted advisor

T e Seors
n
"'l-h.-f Elevating gt




INTERNAL
AUDIT:

The Possibilities are Endless
for Individuals Entering the
Field of In | '

The llAIs Here to Help

One of the best ways to find out more about internal auditing is to
Jjoinyour local llA chapter. Membership in The lIA can provide you with
valuable opportunities to meet with those already practicing in the
profession and to learn what you can do now to prepare yourself for
a dynamic career.Many llA chapters plan activities specifically for
students and faculty.

= Profession of =
the Future '

Student Membership —Only $50 Per Year

Don’twait until you graduate —join now to gainan advantage over
your peers competing for the same jobs. Enjoy full professional member
benefits at a discounted rate.

Take control of your future by identifying and selecting a profession
offering a great starting salary, opportunities for fast-paced
advancement, work-life balance, and more. Take a closer look at internal
auditing now, before you graduate. Talk to your professors and faculty
advisors, attend a chapter meeting, or contact us, The Institute of
Internal Auditors.

S
To learn more about internal audit education, please visit
www.theiia.org/Academic or email us at Academic@theiia.org.

One of the Top Five In-demand
Professions Throughout the World

Although internal auditing is one of the most misunderstood professions,
it is one of the top five highest professions in demand throughout the
entire world. So much so, organizations are paying higher entry level

’ @The lIA ﬁ The Institute of Internal Auditors

salaries, providing challenging and diversified projects, and offering
more flexible schedules to entice future employees.Whetheryou're just
starting out or making a career change, the internal audit profession
deservesa closer look.

2022-4133

Auditors

“ The Institute of
\- Internal
Ao

Global Headquarters o 1035 Greenwood Blvd., #149, -Lake Mary,FL 32746 USA
T.H-407-937-1100 - F:+1-407-937-1101 - www.theiia.org

ACADEMIC RELATIONS

“~

The Institute of
Internal
Auditors



http://www.theiia.org/
http://www.theiia.org/Academic
mailto:Academic@theiia.org

Final
Thoughts &
Comments?
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Board of Trustees
Audit and Compliance Committee | May 25, 2022

DISC- 2: Enterprise Risk Update - Cybersecurity

[] Information X Discussion [] Action

Meeting Date for Upcoming Action:

Purpose and Issues to be Considered:

The Enterprise Risk Update will provide a brief overview of the Enterprise Risk Management program
and will specifically address risks associated with cybersecurity. The discussion will include updates on
the current risk assessment and cybersecurity risk mitigation efforts.

Background Information:

Risk is defined as uncertainty of outcomes, whether positive opportunity or negative threats, of actions
and events. Enterprise risk management is a holistic approach to managing risks which can impact the
successful execution of the university’s mission and objectives.

The goal of the UCF Enterprise Risk Management (ERM) program is to provide a systematic
approach to identifying and managing various types of risk, regardless of the origin. Risks can include
those affecting the whole of higher education, risks specific to the UCF, or risks related to certain units
and processes.

The risks associated with cyber threats continue to increase across all industries and higher education
institutions are not exempted from this growing world-wide trend. Cybersecurity risk is the probability
of a loss or exposure that occurs through a cyber-attack typically from outside an organization that is
often referred to as a data breach. To mitigate the risks associated with cyber related threats,
organizations must have a good understanding of where vulnerabilities may reside and take steps to
mitigate those risks and sufficiently protect data assets.

Recommended Action:
N/A

Alternatives to Decision:
N/A

Fiscal Impact and Source of Funding:
N/A

Authority for Board of Trustees Action:
N/A

Contract Reviewed/Approved by General Counsel [ | N/A [X

Committee Chair or Chair of the Board has approved adding this item to the agenda [X

UNIVERSITY OF CENTRAL FLORIDA 1
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Submitted by:
Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk

Supporting Documentation:
Attachment A: Enterprise Risk Update: Cybersecurity

Facilitators/Presenters:

Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk
Matthew Hall, Vice President for Information Technology and Chief Information Officer

UNIVERSITY OF CENTRAL FLORIDA 2






Enterprise Risk Management (ERM)

Holistic, portfolio approach to managing the university’s risks; risks
which can impact the achievement of the university’s strategic objectives

v’ Better align UCF’s strategy and v" Integral part of organization’s
objectives to its risk appetite processes
v Systematic, structured, timely
v Identify and manage risk enterprise- _ _ _
wide v Tailored to university
v' Transparent and inclusive
¥' Improve resource deployment v Facilitates continual improvement
and enhancement of the university
v" Enhance resilience
v Creates value

Principles of ERM are an abbreviated list from ISO 31000, the only international standard on the practice of
risk management.




K
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Phase 1: Targeted
risk assessment
and education

Phased ERM Approach

=

Phase 2: Program
foundation

e

P

Phase 3: Full
program
implementation




2022 Cyber Risk Assessment

Initial Risk Themes

UCFIT v' Talent management
Leadership
National v Ransomware
Trends

> v' 31 party breaches

v" Threat actors

Risk Assessment——— |
Risk Assessment Process

IT Personnel v' Key business processes
University
A v Compliance requirements
Research
SIRT v' Major initiatives
Emergency

Management v' Key vendor relationships




Information Assurance and Knight Shield

FISkr‘eC@n RiskRecon Rating
@ rostercard

&

Domain Ratings

Industry Ratings
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Board of Trustees
Audit and Compliance Committee | May 25, 2022

DISC- 3: University Compliance, Ethics, and Risk Update

[ ] Information X Discussion [ ] Action

Meeting Date for Upcoming Action:

Purpose and Issues to be Considered:

The Compliance, Ethics, and Risk update and any discussion will cover changes in federal or state
requirements impacting the university, current or pending external compliance activities, and updates
to the committee on key compliance, ethics, and risk initiatives at UCF.

Background Information:

Annually, University Compliance, Ethics, and Risk performs an analysis on all UCF IntegrityLine reports
submitted and closed during the calendar year and prepares a report on the outcomes including any
trends identified. A report covering the data and trends from the IntegrityLine during the period of
January 1, 2021, to December 31, 2021, is provided and outcomes will be discussed.

The Compliance and Ethics 2021-22 Work Plan - Status of All Activities Report contains a summary of
projects and activities completed from January 1, 2022, through March 31, 2022.

Recommended Action:
N/A

Alternatives to Decision:
N/A

Fiscal Impact and Source of Funding:
N/A

Authority for Board of Trustees Action:
N/A

Contract Reviewed/Approved by General Counsel [ | N/A [X
Committee Chair or Chair of the Board has approved adding this item to the agenda [X

Submitted by:
Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk

Supporting Documentation:

Attachment A: University Compliance, Ethics, and Risk Update

Attachment B: UCF IntegrityLine Report 2021

Attachment C: Compliance and Ethics Work Plan Status January 1, 2022 - March 31, 2022

Facilitators/Presenters:
Rhonda L. Bishop, Vice President University Compliance, Ethics, and Risk
UNIVERSITY OF CENTRAL FLORIDA 1









2021 UCF IntegrityLine Report

Highest Reported Issue Types:

27% Environmental

. ,
SPEAK uP and Safety Matters

25% Offensive or

DOING THE RIGHT THING MEANS ACTING WITH HONESTY AND INTEGRITY

AND SPEAKING UP WHEN YOU KNOW OF OR SUSPECT UNETHICAL BEHAVIOR. I n a p p ro p ri ate
INTEGRITYLINE . .
Communication

24/7. SECURE. ANONYMOUS,

ucfintegrityline.com
1-855-877-6049

-855-877-6049 -
10% Other Human

. Resources Matters
346 Total Reports Received y
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2015

IntegrityLine Reports Submitted By Year
1608!
1346!
213 1188
117
L
2016 2017 2018 2019 2020 2021




IntegrityLine
Case Outcomes

483 Cases Closed in 2021
215 Investigated

Investigative Results:

¢ 130 Substantiated
e 85 Unsubstantiated

Action Taken:

e Termination
¢ Discipline
e Policy / Process Review
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